


2

1. ............................................................................................................................................3

1.1. ....................................................................................................................3

1.2. .............................................................................................................3

2. ......................................................................................................................4

3. .............................................................................4

3.1. .....................................................................................................................4

3.2. ..................................................................................................................7

3.3. ...........................................................................................................................8

4. ..............................................................................9

4.1. ..................................................................................................................9

4.2.  OpenVPN.....................................................................................10

4.3.  COM- ................................................................................................12

4.4.  IPSec ...........................................................................................13

5. ..................................................................................................................14

6. ....................................................................................................................18

 2.1. .......................................................................... 4

 3.1. ............................................................ 4

 3.2. ............................................................. 7

 3.3. ......................................................................................... 8

 4.1.  OpenVPN ........................................................... 10

 4.2.  COM- ........................................................ 12

 4.3.  IPSec................................................................................ 13



3

1.

1.1.

 iRZ 

.

.

1.0 2013-07-24

: .C., . : ., .

1.2.

 iRZ -

 « » (www.radiofid.ru)  « ».

 «  iRZ»: 

 iRZ; 

 iRZ; 

 iRZ; 

 iRZ  USB- ;

 iRZ: 

 OpenVPN; 

 COM- ;

 IPSec; 

 DynDNS  IP- ;

 GRE- ;

 VRRP; 

 PortForwarding; 

 Firewall; 

 ( );

;

.
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2.

,

. 1 .

 2.1. 

web-

, , .  «
 iRZ»

ping

tracert

snmpwalk ,
,

iperf
.

PuTTY  RS232, RS485 

HyperTerminal  RS232, RS485 

3.

,

.

3.1. 

 3.1. 

 (
)

- .  « »

: web-
, Telnet, SSH ,

 ( -

)
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 3.1.  ( )

 (
)

,

,

,

,

 GSM-
,

.
.

 « »
» .- .

,

;

.

 DynDNS, 

 DNS-
.

 DynDNS-

 DNS-

 IP-
,

DynDNS-

 (3…5 );

 DNS-  Windows: 
ipconfig /flushdns 

 DNS-
 DNS- ,

;

 DynDNS- ,
backconnect-  (

 DynDNS- ). 

IT- .

: web-
, Telnet, SSH 

.

:

 Telnet



6

 3.1.  ( )

 (
)

(DHCP-
)

 IP-
:

 18.05.2012 

, ,
,

 BROADCAST_ICMP-
, ,  (

)
1
:

echo 0 > /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts 

,
 Windows XP ,

Linux/UNIX-

 IP- :

 Windows: 
ping 192.168.1.255 

 Linux 
ping -b 192.168.1.255

,
.

  IP-

(DHCP-
)
2

:

,
 DHCP- .  Windows 

:

.
.  « » (

,
)

»  «
 TCP/IP» 

 «  …. »
 OK  OK 

,
 – ».

,  IP- .
 IP-

:

.
.  « » (

,
)

IP-  « »  IP-

1.  18.05.2012 .

(Administration  Startup Script).  BROADCAST ICMP 

2.  DHCP-

: ,

 IP-
 BROADCAST ICMP 
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3.2.

 3.2. 

 (
)

 SIM-
 SIM-

:

.  « »

:
 «

 iRZ»  3.2.3 «
»  «3.2.3 GSM/3G- »

GSM-

-

SIM-

GSM-

:
 SIM-
.

 SIM- :

May 23 23:12:10 IRZ-RUH-ROUTER daemon.info pppd[14990]:  Hangup  (SIGHUP) 

May 23 23:12:10 IRZ-RUH-ROUTER daemon.notice pppd[14990]: Modem  hangup 

 GSM-  web- :

 GSM- :

Nov  4 19:51:26 IRZ-RUH2-ROUTER daemon.info ppp: CMD:  ^SYSCFG=2,0,3FFFFFFF,1,2 RES: 4

Nov  4 19:51:47 IRZ-RUH2-ROUTER daemon.info sim_check: No SIM card found in tray 1!

 GSM-
(SIM-  SIM- ): 

May 28 17:33:42 IRZ-RUH-ROUTER daemon.info ppp: CMD: ^SYSCFG=2,0,3FFFFFFF,1,2 RES: 0 

May 28 17:34:04 IRZ-RUH-ROUTER daemon.info sim_check:  No SIM card found in tray 1  ! 

May 28 17:35:03 IRZ-RUH-ROUTER daemon.info ppp_watch: pppd is enabled, but not running. Restarting!

 SIM- :

Mar  6 22:33:10 IRZ-RCA-ROUTER daemon.info sim_check:  SIM card 1 not registered yet  (1/10) 

Mar  6 22:33:20 IRZ-RCA-ROUTER daemon.info sim_check: Signal quality: 31/31 

Mar  6 22:33:20 IRZ-RCA-ROUTER daemon.info sim_check:  SIM card 1 not registered yet  (2/10)
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3.3.

: ,

.

:
 «  iRZ»  « »

«GSM/3G- ».

 3.3. 

 (
)

,

GSM-

,

 GSM/3G-

:  3G-

,

 GSM/3G-
 GSM/3G-

,

 GSM-

 0.5 dB );

,
 (  – RG-58U) 

:

May 25 14:33:44 IRZ-RUH2-ROUTER daemon.info ppp: CMD: ^SYSCFG=2,0,3FFFFFFF,1,2 RES: 0 

May 25 14:33:58 IRZ-RUH2-ROUTER daemon.info sim_check:  Signal Quality: -95 dBm (9

May 25 14:33:58 IRZ-RUH2-ROUTER daemon.info sim_check: SIM card 1 registered successfully
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4.

4.1.

,

. , ,

.

:

 OpenVPN; 

 Serial Port (  COM- );

 IPSec; 

 GRE; 

 Static Routes ( );

 VRRP; 

 Port Forwarding ( );

 NTP ( );

 Telnet; 

 SSH; 

 SNMP. 

:

, , :

,

 (  OpenVPN 

,

 VPN- );

,

;

 GRPS/WCDMA- , :

 ( . );

 (

Reserve Link); 

, .
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4.2.  OpenVPN 

 4.1.  OpenVPN 

 ( )

 OpenVPN ,

,
 «Options error:..»

,
,

 OpenVPN- ,

 web-

,  «Status and 
log  Iptables», 

 «ovpn all - * * 0.0.0.0/0 0.0.0.0/0»
 «Table: filter»

 OpenVPN-

.

 OpenVPN- ,

:

 – «
openvpn» 

 TCP/UDP-
 – 1194) 

,
 OpenVPN 

 OpenVPN ,

OpenVPN 

 OpenVPN-

OpenVPN 

,

 OpenVPN 

…

Fri Jan 11 08:03:03 2013 us=155292 Cannot load private key file keyfile.key : error:0B080074:x509 certificate 

routines:X509_check_private_key: key values mismatch 

Fri Jan 11 08:03:03 2013 us=165292 Error: private key password verification failed 

Fri Jan 11 08:03:03 2013 us=165292 Exiting due to fatal error 

…

Thu Jan 10 19:44:25 2013  annot load CA certificate file ca-cert.crt : error:0906D064: PEM 

routines:PEM_read_bio: bad base64 decode:

…

Thu Jan 10 19:44:25 2013 Cannot load CA certificate file ca-cert.crt : error:0906D066: PEM 

routines:PEM_read_bio: bad end line 

Thu Jan 10 20:04:36 2013 Exiting due to fatal error

OpenVPN

OpenVPN
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 4.1.  OpenVPN  ( )

 ( )

,
,

 «Status and log LAN»
«Route Table»

 OpenVPN .
 OpenVPN openvpn.net

 OpenVPN-
,

ping

 OpenVPN 
, OpenVPN 

 OpenVPN  «Ping Test» web-

PING 10.1.0.1 (10.1.0.1): 56 data bytes 

--- 10.1.0.1 ping statistics --- 

5 packets transmitted, 0 packets received, 100% packet loss
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4.3.  COM-

 4.2.  COM-

 ( )

 COM-
 web-

,
 «

 COM- »
« »

 «  COM-
»

 COM-

(
. )

,
.

 « »

,
COM- , ,

,
,

 COM-
,

(
. )

,

«tty2net all - * * 0.0.0.0/0 0.0.0.0/0»
 «Status and log 

Iptables»  «Table: filter»

,
COM-

): 

 SIM-

 IP-

 IP-

,
SIM- ,

 IP-

.  « »

», 
 COM-

 SMS-
 SIM-  SIM-

: ,  COM-

,  COM-
,  «

»  «  COM- ».
,  « »

 iRZ  COM- ,
,

NPort 5xxx, (  – «Moxa»),

.
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4.4.  IPSec 

 4.3.  IPSec

 ( )

 IPSec 

,

IPSec 
«ipsec all - * * 0.0.0.0/0 0.0.0.0/0»

 «Status and log 
Iptables»  «Table: filter»,

,
:

 – «
 IPSec: 

ISAKMP, OAKLEY, AH» 

 UDP- :
500, 4500 (

 NAT/NAPT- )

IPSec-
,

ping
,

 IPSec-

 IPSec  Cisco ( )
..

2013-01-14 11:31:08: [89.223.42.88] ERROR: notification NO-PROPOSAL-CHOSEN received in informational exchange. 

..
 PING

..
PING 192.168.2.1 (192.168.2.1): 56 data bytes 

--- 192.168.2.1 ping statistics --- 

5 packets transmitted, 0 packets received, 100% packet loss 

: ,
;
,

. .  « »
.
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5.

 –  ( )

, ,

;

 – , ,

, ,

,

;

 – ,  ( , ,

) ,

, , ,

;

 – ,

 ( ),  iRZ; 

USECASE-  –  ( )

,

;

 ( , ) – 

, ,

 ( ), : ,

,  COM-

. ( ); 

 – ,

,

,

, ,  (

, );

GSM –  (« -900» ); 

GPRS –  «  2.5G» 

 (  56 ); 

EDGE –  GPRS,  «  2.75G», 

 (  180 ); 
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HSPA (HSDPA, HSUPA) – ,

WCDMA/UMTS,  «  3G» (HSUPA -  3,75 , HSDPA -  7,2 );

WCDMA – ;

3G - ,

 UMTS  GSM: GPRS, EDGE, HSPA; 

IP-  – ,  IPv4 (Internet Protocol) - 

 4 . IP-

 ( , , ,

);

IP-  –  ( , , )  IP- ;

 IP-  – IP- ,

;

 IP-  –  IP- ,

 ( .)  (

.);  IP-

;

 IP-  – IP- ,

;

 IP-  –  IP- , ,

, :

;

 IP- ;

;

;

 IP- :

 IP- , ,  IP-

;

 IP- ,

;  IP-

 ( ),

;

 IP-  – .  2  "  IP- "

 –  ( ),

 – ,

, ,

;
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 (firewall) – ,

, , :

, , ,

;

) , ( )  – 

 (  Telnet/SSH), 

;

 – , ,

,

;

 ( ) – ,

, ,

;

 – , ,

,

;

 – , ,

;

 – :

;

, ,

 iRZ; 

,  ( ,

);

 – , ;

 – , ,

 (VPN) 

;

 URL-  –  web- ,

 IP- ,

 (  «/»), :

 web- : http://192.168.1.1/index.php

: /index.php 

"Crossover"-  – , ,

;

,  –  " " ,

, ;
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USB-  – ,  USB- ,

;

, ,

 OpenVPN (  OpenVPN). 


