


2

1. ................................................................................................................................ 4

1.1. ..................................................................................................................... 4

1.2. .............................................................................................................. 4

1.3. ........................................................................................................................... 5

2.  OpenVPN ..................................................................................... 6

2.1.  «OpenVPN Server  RXX.  - . »........................ 6

2.1.1. ......................................................................................................... 7

2.1.2. .......................................................................... 8

2.1.3.  OpenVPN- ..................................................... 9

2.1.4. ................................................... 12

2.1.5. ........................................................ 13

2.1.6. .......................................................................................... 15

2.1.7.  web- .......................................................................... 16

2.2.  «OpenVPN Server  RXX.  - . » . 17

2.2.1. ....................................................................................................... 18

2.2.2.  OpenVPN............................................. 18

2.2.3.  OpenVPN- ................................................... 20

2.2.4.  web- .......................................................................... 22

2.3.  «RXX  RXX.  - . »................................................... 24

2.3.1. ....................................................................................................... 24

2.3.2.  “pre-shared secret” .................................................................................... 25

2.3.3.  1 ( ) ........................................................................................ 25

2.3.4.  1  IP- ................................. 28

2.3.5. 2 ( ).......................................................................................... 28

2.3.6. ........................................................... 29

2.4.  «RXX  RXX.  - . » .............................. 30

2.4.1. ....................................................................................................... 31

3. ...................................................................................................... 32

4. ........................................................................................................ 37



3

. 2.1.  «OpenVPN-  –  iRZ ( )»...................................... 6

. 2.2.  iRZ Authentication routine .......... 15

. 2.3.  «OpenVPN-  –  iRZ ( )» ............... 17

. 2.4.  «  iRZ –  iRZ ( )»................................................. 24

. 2.5.  «  iRZ –  iRZ ( )» ............................ 30

 1.  OpenVPN ............................................................ 11



4

1.

1.1.

 «  iRZ» 

 OpenVPN ,

 iRZ. .  1.2. 

1.0 2013-07-31

: ., . : .

1.2.

 iRZ 

 « » (www.radiofid.ru)  « ».

 «  iRZ»: 

 iRZ; 

 iRZ; 

 iRZ; 

 iRZ  USB- ;

 iRZ: 

 OpenVPN; 

 COM- ;

 IPSec; 

 DynDNS  IP- ;

 GRE- ;

 VRRP; 

 PortForwarding; 

 Firewall; 

 ( );

;

.
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1.3.

, ,

 production-  « » .

! ,

,
. ,

,
.
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2.  OpenVPN 

2.1.

«OpenVPN Server  RXX.  - . »

 OpenVPN-

 « »

. ,

, .

. 2.1. 

. 2.1.  «OpenVPN-  –  iRZ ( )»
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2.1.1. 

 OpenVPN- :

;

;

, :

;

;

 IP-  OpenVPN-  (  IP-

);

 OpenVPN ;

;

 OpenVPN; 

;

;

 OpenVPN; 

;

 OpenVPN- ;

 OpenVPN. 

,

.

 «  iRZ». 

 «

 iRZ» ( . . «  GSM- »). 

 OpenVPN- .  OpenVPN-

,

.
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2.1.2. 

 OpenVPN 

, .

OpenVPN, .

.

 OpenVPN 

:

 ( “ca.crt”); 

 ( “my-server.crt”);

 ( “my-server.key”);

 Diffie-Hellmann’a ( “dh1024.pem”).

:

1.  Windows;

(« »  « »  «cmd»  [Enter]) 

2.  OpenVPN  «EasyRSA»;

 «cd /d “%programfiles%\OpenVPN\easy-rsa”», [Enter]) 

3.  «init-config», [Enter]; 

4.  “vars.bat”;

,

)

5. :

 “vars”, [Enter] 

 “clean-all”, [Enter] 

6.  «build-ca», [Enter];

 [Enter],  Common Name) 

7.  Common Name: «my-server», [Enter]; 

8.  «build-key-server [server-name]»;

 server-name – ,  – «my-server») 

9.  «Diffie-Hellman»  «build-dh». 
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“[ ]:\Program Files\OpenVPN\easy-rsa”

:

 “ca.crt”; 

 “ca.key”; 

 “dh1024.pem”; 

 “my-server.crt”; 

 “my-server.key”. 

: ,

.

.

2.1.3.  OpenVPN-

 OpenVPN-

,

.

:
, ,

,
«OpenVPN Community Server» http://openvpn.net/
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 OpenVPN “.ovpn”

.  ( .  1) ,

.

 1.  «server.ovpn»

dev  tun 
port 1194 
proto tcp-server 
mode server 
server 10.1.0.0 255.255.255.0 

client-config-dir ".\\ccd" 
topology subnet 

tls-server
ca ".\\..\\easy-rsa\\keys\\ca.crt" 
cert ".\\..\\easy-rsa\\keys\\my-server.crt" 
key ".\\..\\easy-rsa\\keys\\my-server.key" 
dh ".\\..\\easy-rsa\\keys\\dh1024.pem" 

client-cert-not-required 
username-as-common-name 
auth-user-pass-verify ".\\..\\config\\ovpn-irz-auth.bat" via-
env
script-security 3 

keepalive 10 120 
verb 2 

:
 Notepad++, 

http://notepad-plus-plus.org
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 1.  OpenVPN

tundev

tap

,

 OpenVPN. 
tun – « »

port [ 1…65535 ] ,
 OpenVPN. 1194,

65535

tcp-server proto 

udp
,

tcp-server. udp
,

(« ») IP- ,

server mode

client 

 OpenVPN, 
 – server

server 10.1.0.0 255.255.255.0  OpenVPN-
,  – IP-  (10.1.0.0),

–  (255.255.255.0)

client-config-dir ".\\ccd"  «CCD», 
 OpenVPN, 
 * 

topology  subnet 
OpenVPN 

tls-server 
–

 OpenVPN-
TLS-

dh ".\\dh1024.pem"  Diffie-Hellman 

ca ".\\ca.crt " 

cert ".\\my-server.crt " 

key ".\\my-server.key " 

client-cert-not-required –

username-as-common-
name 

–  Common Name 
,

auth-user-pass-verify “.\\file.bat" via-env ,

script-security 3

keepalive 10 120 ,

verb 0 – 9  log-

status “.\\runtime-file.log”  log-

* : “ \\ ” 

,
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2.1.4. 

 CCD- .

CCD (client configuration directory) –  OpenVPN, 

 OpenVPN-

.  «client-config-dir»

,

.

 CCD- :

 Common Name ,

;

;

, .

: client_02
: client_02.txt

:

push / push-reset / iroute / ifconfig-push / config;

 ( )  «ifconfig-push». 

 CCD-  2. 

 2.  CCD-  «client_02» 

ifconfig-push 10.1.0.2 255.255.255.0 

ifconfig-push,  OpenVPN, 

 Common Name client_02  IP- 10.1.0.2

255.255.255.0.

IP- ,  OpenVPN, 

.

 ( . . 1, server).

:  CCD-  OpenVPN- , .

 IP- .



13

2.1.5. 

 «.db»,

 OpenVPN. 

,

«Notepad++».  3. 

 3.  OpenVPN-
 «ovpn-irz-users.db» 

user2:passwd123 
anonymous713:fee4513j1k32qeh 
client_02:qwhjkjhf 
user3:abdenfl
________________________________________________________________________________

___

:

, ;

;

;

.

!  « » ,

OpenVPN- !

,

OpenVPN-  (  1, auth-user-pass-verify).

 OpenVPN 

,

,  OpenVPN, ,

.

, . ,

 OpenVPN- .
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 4. 

 4.  OpenVPN «irz-auth-routine.bat» 

@echo off 
REM Preparing 
set irz_usr=%username% 
set irz_pw=%password% 

REM Config section 
set debug=0 
set passwords_in_log=1 
set auth_db=ovpn-irz-users.db 

REM Main section 
REM ---------------------------------------------- 
echo.
echo.
echo       iRZ Authentication routine 
echo  ---------------------------------------------- 
echo.
if "%debug%"=="1" ( 

echo  :::: system env stack :::: 
echo.
set
echo.
echo  :::::::::::::::::::::::::: 
echo.

)
echo   [i] user [UID='%irz_usr%',IP=%untrusted_ip%] attempting to log in to 
network..
if "%passwords_in_log%"=="1" echo   [^>] using password ['%irz_pw%'] 
echo   [*] checking users database [%auth_db%].. 
"%systemroot%\system32\findstr.exe" /x /c:%irz_usr%:%irz_pw% "%cd%\%auth_db%" 
>nul
if "%errorlevel%"=="0" goto :login 
:fail
echo   [!] password failed, rejecting 
set errorlevel=1 
echo.
echo  ------------------------------------------- 
echo.
exit 1 
:login
echo   [A] password succeed, access granted 
echo  ------------------------------------------- 
echo.
echo.

»

(www.radiofid.ru). 
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. 2.2. iRZ Authentication routine

2.1.6. 

 OpenVPN ,

.

 web- .

 OpenVPN- , ,

 OpenVPN, 

.

.

OpenVPN,  web- ,

 OpenVPN ,

.

: ,

,  web-
,  OpenVPN 

.
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,  web- ,

 OpenVPN (Configuration  OpenVPN Tunnel) 

,  «Create OpenVPN tunnel». 

 «Take settings from» 

 OpenVPN. 

2.1.7.  web-

 web- ,  «Take settings from»

 «Web Interface». 

Protocol

 «Protocol» . ,

 OpenVPN (TCP/UDP) , ,

 OpenVPN- .

(« ») IP-  UDP, .

.

: UDP, TCP-client 

 Remote IP Address

.  IP-  OpenVPN. IP-

.  IP-  private-

 IP- , ,  OpenVPN 

,

.

 Local Interface IP Address

IP- ,

 « » ( ), CCD (client-

config-dir)  OpenVPN-

.

!  IP- ,  CCD 

 OpenVPN 
.
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 Authenticate Mode

 OpenVPN- .

 (

).

 – Client: username / password 

!
OpenVPN- , .

 OpenVPN- ,
,

.  « »
(www.radiofid.ru) .  ( .  « »).

 Username  Password

, . . 2.1.5. 

2.2.

«OpenVPN Server  RXX.  - . »

 OpenVPN-

,  «OpenVPN 

Server  RXX. . »,

.

. 2.3. 

. 2.3.  «OpenVPN-  –  iRZ ( )»
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2.2.1. 

 OpenVPN- ,

 «OpenVPN Server  RXX. . »,

, .

,

, ,

,

.

,  web-

 (  «  OpenVPN-

») ,  OpenVPN.  web-

 OpenVPN- .

,

.

 «  iRZ». 

 «

 iRZ» ( . . «  GSM- »). 

 OpenVPN- .  OpenVPN-

,

.

2.2.2.  OpenVPN 

 OpenVPN 

, .  «

 OpenVPN» .

!
. , .

 OpenVPN 
OpenVPN!

,

 OpenVPN, :

 –  ( “ca.crt”)

);

 OpenVPN-  (  “client.crt”);

 ( “client.key”).
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:

1.  Windows; 

(« »  « »  «cmd»  [Enter])

2.  OpenVPN  “EasyRSA”; 

 «cd /d “%programfiles%\OpenVPN\easy-rsa”», [Enter])

3.  «vars», [Enter] 

4.  «build-key 

», [Enter] 

 [Enter],  Common Name)

5.  Common Name,  [Enter] 

, : “client_01”)

6.  (“client_N.crt”  “client_N.key”) 

.

, )

.

“[ ]:\Program Files\OpenVPN\easy-rsa”

:

 client_01.crt 

 client_01.key 

 client_02.crt 

 client_02.key 

 … 

 client_N.crt 

 client_N.key

: , ,

.

,  OpenVPN .
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2.2.3.  OpenVPN-

 OpenVPN 

 «  OpenVPN- ». 

 ( )

 OpenVPN: 

client-cert-not-required 

username-as-common-name 

auth-user-pass-verify 

script-security 

:
, ,

 «OpenVPN 
Community Server» http://openvpn.net/

 OpenVPN .ovpn

.  ( .  5) ,

.

 5.  «server.ovpn»

dev  tun 
port 1194 
proto tcp-server 
mode server 
server 10.1.0.0 255.255.255.0 

client-config-dir ".\\config\\ccd" 
topology subnet 

tls-server
ca ".\\..\\easy-rsa\\keys\\ca.crt" 
cert ".\\..\\easy-rsa\\keys\\my-server.crt" 
key ".\\..\\easy-rsa\\keys\\my-server.key" 
dh ".\\..\\easy-rsa\\keys\\dh1024.pem" 

comp-lzo yes 

keepalive 10 120 
verb 2 

log “.\\..\\log\\OpenVPN-connections.log” 
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:
 Notepad++, http://notepad-plus-

plus.org

 comp-lzo [no/yes/adaptive]

 OpenVPN- .

.

, ,  OpenVPN 

,  OpenVPN 

.

 OpenVPN  «push “comp-lzo adaptive”». 

: yes

 verb [N]

 OpenVPN .

 –  «0»  «9». 

:  verb 

:
0 – , ;
1-4 – ,

;
5 –  «R»  «W»  TCP/UDP/ICMP-

,  –  TUN/TAP- ,
;

6-9 – , .

 log / log-append [“DISK:\\FILEPATH\\”]

 OpenVPN. .

log  OpenVPN 

,

. log-append .

:
log-append.
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 – ,

 (  Windows) 

.

:
,  OpenVPN, log-append.

.

 « » ,
.

 status [“DISK:\\FILEPATH\\”]

 OpenVPN .

 OpenVPN-

.

 (

).

: ,  – 1 .

 status-version [N]

 OpenVPN ,  – 

.

: ,  « » ,

«1» .
 «2». 

, ,
 «3» .

2.2.4.  web-

 OpenVPN- .

,  « » .

 web- .  OpenVPN-

:

 Protocol; 

 Remote IP Address; 

 Local Interface IP Address. 

 «

 web- ».
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 Authenticate Mode

 OpenVPN- .

.

 – Client: X.509 Certificate 

, ,

,  «

 OpenVPN». 

:
,

,  «----- BEGIN *** -----»  «----- 
END *** -----», .

 CA Certificate

.

,  OpenVPN .

ca.crt.

 «-----BEGIN CERTIFICATE-----»

 Local Certificate

.

,  OpenVPN .

client_N.crt.

 «-----BEGIN CERTIFICATE-----»

 Local Private Key

.

,  OpenVPN .

client_N.key.

 «-----BEGIN RSA PRIVATE KEY-----»
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2.3.  «RXX  RXX.  - . »

 OpenVPN-

 « »

. ,

, .

. 2.4. 

. 2.4.  «  iRZ –  iRZ ( )»

2.3.1. 

 OpenVPN-

.  SIM-

 (« ») IP- .

 « »  « » . « » ,  SIM- ,

 IP- ,  « » ,

 SIM-  GPRS/EDGE/3G- .

 OpenVPN- :

 «pre-shared secret» 

 OpenVPN-  1 ( )

 1  IP-

 OpenVPN-  2 ( )
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2.3.2.  “pre-shared secret” 

 «pre-shared secret» ,

 OpenVPN, ,  ( , ).

 «pre-shared secret»  « »

OpenVPN.  – http://openvpn.net,

 « » (www.radiofid.ru).

:

1.  Windows;

(« »  « »  «cmd»  [Enter])

2.  OpenVPN;

 «cd /d “%programfiles%\OpenVPN\bin”», [Enter])

3.  «openvpn --genkey --secret static.key», [Enter] 

2.3.3.  1 ( )

 Take settings from

 OpenVPN-

:  OpenVPN . «

». 

 Protocol

.

 web- ».

 Remote IP Address

1,

.
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 Authenticate Mode

.

:

Tunnel: none

.

Tunnel: pre-shared secret

.

Tunnel: X.509 certificate (client)

,

, .  « »

.

Tunnel: X.509 certificate (server)

,

Diffie-Hellman.  « » .

 OpenVPN 

.

Authenticate Mode

 – Tunnel: pre-shared secret 

 SIM- ,  IP- .

 IP- 1

.

:  IP-  ( ), ,

 ( ) – .

 Local Interface IP Address

 IP-  OpenVPN- .

 A 10.0.0.0/8,  – 10.1.0.1
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 Pre-shared Secret

 «pre-shared secret» ,

. «  “pre-shared secret”».

:

1.  (  Notepad++)  «static.key»;

 static.key: “%programfiles%\OpenVPN\bin\static.key”, 

)

2. ;

,  «-----BEGIN OpenVPN Static key V1-----» 

 «-----END OpenVPN Static key V1-----» 

3.  [CTRL+C], 

»  « »;

4. ;

 OpenVPN- )

5. ,

 «Pre-shared secret»; 

6.  [CTRL+V], 

,  « ».

 OpenVPN- .

,  «Create OpenVPN tunnel»  « »

 «Apply». 

: ,

IP- ,  SIM- , .  IP- ,
1

 IP- . -

 (Status and log  Internet,  «IP Address»). 

: ,  IP-

(« »/« »). ,  «IP Address»  IP-
 “(public)”,  IP-

.
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2.3.4.  1  IP-

 PING. 

:

1.  Windows; 

(« »  « »  «cmd»  [Enter]) 

2. :

«ping [ IP-  ]» ( : ping 8.8.8.8); 

,  3 ( .

)

3. ,

;

4. ,

.

 6 

 8.8.8.8  32 :
 8.8.8.8: =32 =103  TTL=56 
 8.8.8.8: =32 =324  TTL=56 
 8.8.8.8: =32 =643  TTL=56 

...

:  PING  «

»,  « »  3 
 «1000 »  «

» .

2.3.5. 2 ( )

, Remote 

IP Address Local Interface IP Address.

 Remote IP Address

 IP- ,

.

 Local Interface IP Address

 IP-  OpenVPN- . IP-

 IP-

.

, 1 Local Interface IP Address  10.1.0.1,

2 10.1.0.2 – 10.254.254.254.
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2.3.6. 

 OpenVPN-  PING. 

 1, 

 web- . :

1. ;

2. ,  Ethernet- ;

3. ;

(« »  «Opera»,  «Internet Explorer», «Firefox», «Chrome»)

4.  web- ;

5.  «Ping Test»; 

(Administration  Ping Test)

6.  IP- ;

(10.1.0.1,  10.1.0.2)

7. ;

8. ,

 4. 

 7 

PING 127.0.0.1 (127.0.0.1): 56 data bytes 
64 bytes from 10.1.0.2: seq=0 ttl=64 time=4.822 ms 
64 bytes from 10.1.0.2: seq=1 ttl=64 time=1.098 ms 
64 bytes from 10.1.0.2: seq=2 ttl=64 time=0.976 ms 
...

: ,  5, 
 «ttl»  3  «1000 ms»,

 « »
.

 8 

PING 7.0.0.1 (7.0.0.1): 56 data bytes 

--- 7.0.0.1 ping statistics --- 
10 packets transmitted, 0 packets received, 100% packet 
loss
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2.4.

«RXX  RXX.  - . »

 OpenVPN-

 « ». -

, ,

. . 2.5. 

. 2.5.  «  iRZ –  iRZ ( )»
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2.4.1. 

 OpenVPN- .

 «

 OpenVPN»  «  OpenVPN» 

.

,  SIM-

 (« ») IP- .  « »

 « » . « » ,  SIM-

 IP- ,  « » –  SIM-

GPRS/EDGE/3G- .

 OpenVPN- :

;

 OpenVPN-  1 ( );

 1  IP- ;

 OpenVPN-  2 ( );

.

 OpenVPN-

 web- ».
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3.

 –  ( ) ,

,

;

 – , ,

, ,

,

;

 – ,  ( , ,

) ,

, , ,

;

 – ,

 ( ),  iRZ; 

USECASE-  –  ( )

,

;

 ( , ) – 

, ,

 ( ), : ,

,  COM-

. ( ); 

 – ,

,

,

, ,  ( ,

); 

GSM –  (« -900» ); 

GPRS –  «  2.5G» 

 (  56 );

EDGE –  GPRS,  «  2.75G», 

 (  180 ); 
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HSPA (HSDPA, HSUPA) – ,

 WCDMA/UMTS, 

 «  3G» (HSUPA -  3,75 , HSDPA -  7,2 );

WCDMA – ;

3G - ,

UMTS  GSM: GPRS, EDGE, HSPA; 

IP-  – ,  IPv4 (Internet Protocol) - 

 4 . IP-

 ( , , ,

);

IP-  –  ( , , )  IP- ;

 IP-  – IP- ,

;

 IP-  –  IP- ,

 ( .)  (

.);  IP-

;

 IP-  – IP- ,

;

 IP-  –  IP- , ,

, :

;

 IP- ;

;

;

 IP- :

 IP- , ,  IP-

;

 IP- ,

;  IP-

 ( ),

;

 IP-  – .  2  "  IP- "

 –  ( ),

 – ,

, , ;

 (firewall) – ,

, , : ,

, ,
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;

) , ( )  – 

 (  Telnet/SSH), 

;

 – , ,

,

;

 ( ) – ,

, ,

;

 – , ,

, ;

 – , ,

;

 – :

;

, ,

 iRZ; 

,  ( ,

);

 – , ;

 – , ,

 (VPN) 

;

 URL-  –  web- ,

 IP- ,

 «/»), :

 web- : http://192.168.1.1/index.php

: /index.php 

"Crossover"-  – , ,

;

,  –  " " ,

, ;

USB-  – ,  USB- ,

;

, ,

 OpenVPN (  OpenVPN). 
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 OpenVPN 

 – , ,

;

 – 

;

 – ,  OpenVPN 

,

;

 – , ,

, ;

 – ,

. ,

, ,

;

 – :

,

, ;

,

;

OpenVPN – ,

 IP- .  OpenVPN 

,  «OpenVPN» 

, : «  OpenVPN», « ,

 OpenVPN- », « , ,

 OpenVPN»; 

OpenVPN-  – IP- , ,  OpenVPN; 

)  OpenVPN-  –  IP-

OpenVPN, 

, ,

,  OpenVPN 

;

OpenVPN-  – . ;

 – ,

, ;

 –  ( /

)

 ( );
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 –  ( /

)

,

.


