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1.

1.1.

 iRZ 

 IPSec ,

 iRZ. .

1.0 2013-08-09

: ., . : .

1.2.

 iRZ 

 « » (www.radiofid.ru)  « ».

 «  iRZ»: 

 iRZ; 

 iRZ; 

 iRZ; 

 iRZ  USB- ;

 iRZ: 

 OpenVPN;

 COM- ;

 IPSec; 

 DynDNS  IP- ;

 GRE- ;

 VRRP; 

 PortForwarding; 

 Firewall; 

 ( );

;

.
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1.3.

, ,

 production-  « » .

! ,

. , ,
, .
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2.  IPSec 

 IPSec, 

, :

, ,

, .

Cisco  SMB/SOHO c800.

:
 - )

.
.

 «  iRZ» ( . . «

 GSM- »

:  iRZ 
IPSec.  IPSec ipsec-tools.

 IPSec ,
.

» ,
 IPSec.

2.1.

 IPSec  IP- ,

 IPSec. 

 IPSec. 

 IP-  iRZ , Configuration  LAN

web-  iRZ. ,  IPSec 

, .

:  IP-

)  Cisco  «Configuring a LAN with DHCP and VLANs»
 Cisco.
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2.2.  IPSec 

 IPSec Configuration  IPSec.

 5 .

 «IPSEC Tunnel Configuration»

Create,

, .

Create: yes –  «Apply»

, no – .

 IPSec  «[Edit]»

.

 «Apply». 

2.3.

«RXX: fixed static IP-address  RXX: fixed static IP-address» 

:

, ;

, ;

.

 SIM-

 IP- ,  IP-  (

 APN, ). 

 ( . 2.1) 

.

. 2.1.  «  – »  IP-
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2.3.1. 

:

;

;

:

 IP- ;

;

 IPSec- 1;

 IPSec- 2;

.

,  «

 iRZ» ( . . «  3G/GSM- »). 

2.3.2. 

 2.1  Ethernet-

.

 2.1.  Ethernet 

 Primary IP Address  Configuration  LAN) web-

IP Address 192.168.1.1 IP-1

Subnet Mask 255.255.255.0 

IP Address 192.168.2.1 IP-2

Subnet Mask 255.255.255.0 

2.3.3. 

 IPSec ,

, .

 IPSec-

.
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2.3.4.  IP-

, ,

. ,

, ,

.

: ping

, .  ICMP- ,
, ,

 IP-  (
 iRZ).

:

 ( ,

 iRZ -  « »

«  iRZ»); 

, ;

.

:  (

) , ,  IP-
. ,

UNIT NAME (  iRZ) .

2.3.5. 

 IP-

.

.

:
,  SIM-

 – « »  « » ,
. «  IP- »  « »,  «  IP»  « »).

,
,  SIM- .

 APN.

2 1 :
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1. 2 ;
 «crossover»- )

2. ;
: «Internet Explorer», «Firefox», «Opera», «Chrome» .)

3.  IP- 2;
: 192.168.2.1)

4. ;
(Status and log  Internet) 

5. 2 ,  IP- ;

6. 2 ;
 GSM/3G- )

7. 1;
 «crossover»- )

8. , ;

9.  IP- 1;
: 192.168.1.1)

10.  «Ping Test»;
(Administration  Ping Test)

11.  «Ping Address/URL»  IP- 2;
: 2.2.2.2)

12.  [Enter]; 

13. .

,  1: 

 1 

PING 2.2.2.2 (2.2.2.2): 56 data bytes 
64 bytes from 2.2.2.2: seq=0 ttl=64 time=4.822 ms 
64 bytes from 2.2.2.2: seq=1 ttl=64 time=1.098 ms 
64 bytes from 2.2.2.2: seq=2 ttl=64 time=0.976 ms 
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2.3.6.  IPSec- 1

 IPSec, ,

.

:  IPSec 

; .

 2.2.  IPSec 1

Create IPSec tunnel #[N] ]

Description [fixed-ip-to-fixed-ip] 
)

Remote IP Address 2.2.2.2  IP- 2

Remote Subnet 192.168.2.0 IP- , 2. 

1

Remote Subnet Mask 255.255.255.0 , 2

Local Subnet 192.168.1.0 IP- , 1

Local Subnet Mask 255.255.255.0 , 1

NAT Traversal disabled 
, ,

 NAT.  – disabled

Aggressive Mode disabled 
.

 – disabled 

2

Authenticate Mode pre-shared key .
pre-shared key

 ( ).
X.509 Certificate

 – 

2

Pre-shared Key [qwerty] 
.

 - 
.

: a-z, A-Z, 0-9, .

2
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 2.3.  IPSec 

 Phase 1

Encryption Algorythm 3DES ,

 – 

2

Hash Algorythm SHA1  IKE ( ).
 – 

2

DH Group DH Group 2 (1024 bits)  Diffie-Hellman, 
.

 – 

2

 Phase 2

Encryption Algorythm 3DES ,

 – 

2

Authentication Algorythm HMAC-SHA1 ,

 – 

2

PFS Group None  Diffie-Hellman, 
,

 – 

2

! , ,

 2.2  2.3 
.

! pre-shared key Authenticate Mode

,
.
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2.3.7.  IPSec- 2

2 , 1.

2,

1:

Aggressive Mode; 

Authenticate Mode; 

Pre-shared Key; 

 Phase 1: Encryption Algorythm;

 Phase 1: Hash Algorythm;

 Phase 1: DH Group;

 Phase 2: Encryption Algorythm;

 Phase 2: Authentication Algorythm;

 Phase 2: PFS Group.

: Encryption Algorythm, Hash Algorythm DH Group
Phase 1, Encryption Algorythm, Authentication Algorythm PFS 

Group Phase 2 1 2,
 IPSec .

 IPSec 2 .

 « ».

 2.4.  IPSec 2

Create IPSec tunnel #[N] ]

Description [fixed-ip-to-fixed-ip] 
)

Remote IP Address 1.1.1.1  IP- 1

Remote Subnet 192.168.1.0 IP- , 1. 

2

Remote Subnet Mask 255.255.255.0 , 1

Local Subnet 192.168.2.0 IP- , 2

Local Subnet Mask 255.255.255.0 , 2
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2.3.8. 

. ,

2, , 1, :

1. 1 ;

2. ;
: «Internet Explorer», «Firefox», «Opera», «Chrome» .)

3.  IP- 1;
: 192.168.1.1)

4. ;

5.  IPSec; 
(Status an log  IPSec)

6. ;
 2)

7.  «Ping Test»; 
(Administration  Ping Test)

8.  «Ping Address/URL»  IP-
2; 

: 192.168.2.1)

9.  [Enter]; 

10. .

,  3.

 2 

2012-10-04 06:47:06: INFO: IPsec-SA established: ESP/Tunnel 1.1.1.1[500]-
>2.2.2.2[500] spi=219072948(0xd0ec9b4) 
2012-10-04 06:47:06: INFO: IPsec-SA established: ESP/Tunnel 1.1.1.1[500]-
>2.2.2.2[500] spi=4083749915(0xf369141b) 
...

 3 

PING 192.168.2.1 (192.168.2.1): 56 data bytes 
64 bytes from 192.168.2.1: seq=0 ttl=64 time=4.822 ms 
64 bytes from 192.168.2.1: seq=1 ttl=64 time=1.098 ms 
64 bytes from 192.168.2.1: seq=2 ttl=64 time=0.976 ms 
...
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1 2 ,

, :

1. 2 ;

2. ;
: «Internet Explorer», «Firefox», «Opera», «Chrome» .)

3.  IP- 2;
: 192.168.2.1)

4.  «Ping Test»; 
(Administration  Ping Test)

5.  «Ping Address/URL»  IP-
1; 

: 192.168.1.1)

6.  [Enter]; 

7. .

,  4:

 4 

PING 192.168.1.1 (192.168.1.1): 56 data bytes 
64 bytes from 192.168.1.1: seq=0 ttl=64 time=4.822 ms 
64 bytes from 192.168.1.1: seq=1 ttl=64 time=1.098 ms 
64 bytes from 192.168.1.1: seq=2 ttl=64 time=0.976 ms 
...

 «Ping test»  «Ping» ,

:

 IP-

;

,  IPSec; 

 GSM/3G-

»  «  iRZ»; 

 –  64 ;

 IPSec: ISAKMP, OAKLEY, .

 IPSec. 

: ,

«  iRZ»

.
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2.4.

«Cisco: static fixed IP-address  RXX: static fixed IP-address» 

:

, ;

, ;

.

 iRZ  SIM-

 IP- .

 ( . 2.2) 

.

. 2.2.  «Cisco – »

2.4.1. 

:

;

 iRZ; 

:

 IP- ;

 Cisco  iRZ;  

 iRZ  Cisco; 

 IPSec-  Cisco; 

 IPSec-  iRZ. 

.
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 iRZ  «

 iRZ» ( . . «  GSM- »). 

 Cisco 

 – http://www.cisco.com/cisco/web/RU/support/index.html
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2.4.2. 

 2.5  Ethernet-

.

 2.5. 

 Cisco  Cisco

,
 Cisco.  IP-

 Cisco : 192.168.1.1,  – 255.255.255.0

 Primary IP Address  Configuration  LAN)  iRZ

IP Address 192.168.2.1 

 iRZ 

Subnet Mask 255.255.255.0 

2.4.3. 

 IP-

,  «

IP- ».  Cisco  iRZ RXX 

,  « ». 



19

2.4.4.  iRZ  Cisco 

 iRZ  Cisco 

:

:  Cisco 
.

1.  iRZ ;
 «crossover»- )

2. ;
: «Internet Explorer», «Firefox», «Opera», «Chrome» .)

3.  IP-  iRZ; 
: 192.168.2.1)

4. ;
(Status and log  Internet)

5.  iRZ ,  IP- ;

6.  iRZ ;
 GSM/3G- )

7.  Cisco ;
 «crossover»- ,  Cisco «COM»  «AUX»)

8.  Cisco  Telnet, 
COM- ;

 «PuTTY»,  «HyperTerminal»)

9.  Cisco; 
, : « [ ]>_ »)

10. : «ping [  IP-  iRZ]»; 
: «ping 2.2.2.2»)

11.  [Enter]; 

12.  PING. 

,  5:

 5 

User Access Verification 

Password:
Router>ping 2.2.2.2 

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds: 
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 120/124/140 ms 
Router>

 «!» (

)  «ping».
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,  (  5) ,

.

«  iRZ»,  «  IPSec». 

2.4.5.  IPSec-  Cisco 

 (  6), 

Cisco  ( ,

 Cisco). 

! 800.

 Cisco 
.

! , ,

.
 Cisco 

.

 Cisco 

.  «enable»,  [Enter] 

.

.

:  «PuTTY» 
.  «telnet» 

 « » .
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 6 

conf t 
! -----ISAKMP----- 
crypto isakmp enable
crypto isakmp key 0 qwerty address 2.2.2.2 
crypto isakmp aggressive-mode disable
crypto isakmp policy 1 
encryption 3des
hash sha
authentication pre-share
group 2
lifetime 3600
exi
!
! -----IPSEC----- 
ip access-list extended CRYPTO-ACL 
10 perm ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255 
exi
crypto ipsec trans CRYPTO-SET esp-3des esp-sha-hmac
exi
crypto map CRYPTO-MAP 1 ipsec-isakmp 
set peer 2.2.2.2 
set transform-set CRYPTO-SET 
match address CRYPTO-ACL 
exi
! ----- applying IPSec usage ----- 
int fa4
crypto map CRYPTO-MAP 
exi
exi
wr
!

ISAKMP
 ISAKMP 

 aggressive 

 Diffie-Hellman 

IPSEC

IP-  iRZ 

 (WAN) 
 IPSec 
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 2.6  Cisco ,

 6. 

 2.6.  IPSec  Cisco 

 ISAKMP / IKE 

 ISAKMP enable  – 
 IKE ISAKMP. 

 – enable

qwerty
.

 - 
.

: a-z, A-Z, 0-9, 
.

 iRZ

 aggressive disabled aggressive.
 – 

 iRZ

3des ,

 – 

 iRZ

sha  IKE 
).

 – 

 iRZ

pre-share .
pre-shared key

).
 – 

 iRZ

 Diffie-Hellman 2  Diffie-Hellman, 
.

 – 

 iRZ

3600  (SA), 

. )
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 2.6.  IPSec  Cisco ( )

 IPSEC

192.168.2.0 0.0.0.255 
192.168.1.0 0.0.0.255

 IP-
, :

1- ;

2- ,  Cisco 

esp-3des esp-sha-hmac
:

1- ,
 (

)
2- ,

 ( )

 iRZ

IP-  iRZ [2.2.2.2]
IP-  IPSec 

 (WAN) fa4  (WAN)  Cisco iOS

 IPSec crypto map CRYPTO-MAP

 IPSec ,
 “  (WAN) ”,

:  Cisco 

 ISAKMP-  IPSec- .

.

2.4.6.  IPSec  iRZ 

 IPSec ,

«  IPSec- 1», Local Subnet Remote Subnet

 IPSec .

 iRZ :

Remote Subnet 192.168.1.0

Local Subnet 192.168.2.0

:

 IP- 192.168.2.1

 IP-  iRZ 192.168.2.0 255.255.255.0 
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2.4.7. 

.

,  Cisco, ,

 iRZ, :

1.  iRZ ;

2.  Windows; 

3. : «telnet 192.168.2.1»; 

4.  iRZ; 

5. : «# _»; 

6. : «ping 192.168.1.1 –I 192.168.2.1 –c 4»; 
("I" -  "i",  Interface)

7.  [Enter]; 

8. .

,  7:

 7 

PING 192.168.1.1 (192.168.2.1): 56 data bytes 
64 bytes from 192.168.2.1: seq=0 ttl=64 time=4.822 ms 
64 bytes from 192.168.2.1: seq=1 ttl=64 time=1.098 ms 
64 bytes from 192.168.2.1: seq=2 ttl=64 time=0.976 ms 
...

,  iRZ, ,

 Cisco, :

1.  Cisco  Telnet,  COM- ;
 «PuTTY»,  «HyperTerminal»)

2.  Cisco; 
, : « [ ]>_ »)

3. : «ping [IP  iRZ] source [IP 
 Cisco]»; 

: «ping 192.168.1.1 source 192.168.2.1»)

4.  [Enter]; 

5. .
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,  8:

 8 

Router>ping 192.168.1.1 source 192.168.2.1 

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds: 
!!!!!
Success rate is 100 percent (5/5), round-trip min/avg/max = 120/124/140 ms 
Router>

 «!» (

)  «ping».

 (  5) ,

,

«  iRZ»,  «  IPSec». 

2.5.

«RXX: static fixed IP-address  RXX: private IP-address + NAT-T» 

: ,

 APN. 

: ,  IP-

 NAT (NAPT) ,
.

:

, ;

, ;

 IP- .

 SIM-

 IP- .
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 ( . 2.3) 

.

. 2.3.  «  –  + NAT» (  IP- )

2.5.1. 

:

;

;

:

1  IP- ;

1 2 ;

 IP-  NAT- ;

 IPSec- ;

.

 «

 iRZ» ( . . «  GSM- »). 
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2.5.2. 

 2.7  Ethernet-

.

 2.7.  Ethernet 

 Primary IP Address  Configuration  LAN) web-

IP Address 192.168.1.1 IP-1

Subnet Mask 255.255.255.0 

IP Address 192.168.2.1 IP-2

Subnet Mask 255.255.255.0 

2.5.3.  IP-  NAT-

 IP-  NAT, , 2,

:

1. 2 ;
 «crossover»- )

2. ;
: «Internet Explorer», «Firefox», «Opera», «Chrome» .)

3.  IP- ;
: 192.168.2.1)

4. , ;
 Status an log  Internet, 

 ping)

5. : «myip.ru», «ip.xss.ru», 
«2ip.ru»; 

6.  [Enter]; 

7. ;

8.  IP- , , ,
.

 IP-  IP-  NAT- )

2.5.4. 

 IPSec 

, .

 IPSec-

.
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1  IP-

,  «

 IP- ». 

1 2

,  « ». 

2 1

,  «

»,  IP- 2  IP-

NAT- .

2.5.5.  IPSec-

1  SIM-

 IP- .

 IPSec- ,

«  IPSec- 1», : NAT Traversal

enabled.

: enabled NAT Traversal

.  IPSec 
.

: ,  NAT, 

,
,  IPSec 

.  UDP 4500 
.

,  9 .
 IPSec. 

 9 

source.ip=iRZ-RXX-IP, source.port.udp=4500 permit TO destination.ip=ANY,
destination.port.udp=ANY

source.ip=ANY, source.port.udp=4500 permit TO destination.ip=iRZ-RXX-IP,
destination.port.udp=ANY


