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1. BBegeHue

1.1. OnucaHne AOKyMeHTa

[daHHbIN OOKYMEHT ABNAETCA 4acTblo NakeTa MHCTPYKUMM NO MpuMeHeHuto poyTtepa iRZ u cogepxut
npuMepbl  KOPPEKTHOW  KOHUrypauun noacucTembl  unbTpauum ceTeBOro Tpaduka B pelueHusx,

NMOCTPOEHHbIX Ha Base poyTepoB iRZ. [aHHbIi OOKYMEHT He coaepXuT Bcen uHdopmauumm no pabote ¢

poyTepom.
Bepcusa nokymeHTa Hdata ny6nukauum
1.0 2013-04-30
MNMoaroroBneHo: AdbaHacbes [1.C., lonoswH B.H. lMpoBepeHo: KopobaHb . C.

1.2. O630p NakeTa MHCTPYKLUN

Bca gokymeHTaumsa Ha pycckom £3blke Mo npoaykumm iRZ pgoctynHa Ha oduumanbHOM canTe rpynnbl

koMmnanun «Pagnodug» (www.radiofid.ru) B pasgene «llogaepxkay.

Copepxanue «lMakeTa MHCTPYKUMIA No obcnyxuBaHuto poyTtepa iRZ»:
# PykoBoacTBo no akcnnyaTtauum poyTtepa iRZ;

OnucaHve cpecTB ynpaBrneHns 1 MOHUTOPUHra poyTepa iRZ;
[narHoctuka n meToabl yCTpaHeHNsa HeucrnpaBHoCTen poyTtepa iRZ;

PykoBoacTtBo no HacTtpolike poyTtepa iRZ ¢ nomoubto USB-Hakonutens;

Mpumepbl pabounx KoHurypaumi poytepa iRZ:

# CoszgaHve BUpTYyanbHbIX ceTel 1 TyHHenel cpegcteamu OpenVPN;
YpanénHein goctyn k COM-nopTy poyTepa;

3awmTta nepegaBaeMbix AaHHbIX cpeactBamm IPSec;

DynDNS 1 o6xopf orpaHnyeHunin BHELLHEro AnHamuyeckoro IP-agpeca;
O6beanHenne ceten ¢ nomolbio GRE-TyHHEnen;

OTKa30ycTON4MBOCTb YpOBHS ceTun cpeactBammn VRRP;

Obecneuenne gocTtyna Kk BHyTpucetesbiM crnyxbam cpeacteamu Port Forwarding;
# 3awmTa nokanbHOW ceTU U CepBUCOB cpeacTBaMu BCTpoeHHoro Firewall;

# TexHuyeckue ycrnosus (TY);
# [poTokon TemnepaTypHbIX UCTbITAHWIA;

# [eknapaumsi 0 COOTBETCTBUM.
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1.3. MpepynpexaeHue

OTKIOHEHNE OT PEKOMEHAOBaHHbLIX MapamMeTPoOB W HACTPOEK MOXET MPUMBECTM K Hemnpenackasyembim
NOCNEeACTBUSAM U 3HAYUTENbHBIM M3AEpPKKaM, Kak B NMpoLiecce MyCcKo-HanagkvM BblMUCIMTENbHOMO KOMMIekca,

Tak 1 BO Bpems aKcnnyartaumm production-Bepcumn BbIYUCIIUTENBHOMO KOMMIIeKca B «B0EBbIX» YCIOBUSIX.

BHumaHue! Mpexae yem BHOCUTL MoBble M3MEHEHWUS B HACTPOMKU 0BOPYA0BaHUS, YCTaHaBMMBAEMOro
Ha OOBLEKTbl, HACTOATENbHO PEKOMEHAYETCS MNpoBepuTb PaboTOCMOCOBHOCTb BCEX MapaMeTpoB HOBOW
KOHcpMrypaumm Ha TecTOBOM cTeHge. Tak ke, He crefyeT orpaHMyMBaTbCs CUHTETUYECKMMW TecTamu, a
MaKCMManbHO peanMCTUYHO  BOCMPOM3BECTM  YCMOBUSI, B  KOTOpbIX OygeT  akcnnyaTUMpoBaTbCs
obopynoBaHue.
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2. O630p 3apa4y U PyHKLMA ceTeBOro aKpaHa

2.1. BbinonHAeMble 3agauu

dyHKLUMOHaNbHO, poyTep C MoMoLLbo ceTeBoro akpaHa (firewall) pelwaeTt cnegywowme npuknagHble

BOMPOCHI 060ny>|<|/|Bava ceTn B MacluTabe BCEro BblMMUCIUTENbHOIO KOMIMeKea:

# cobniogeHne 3agaHHbIX agMUHUCTPATOPOM CETU NOMUTUK paspeLleHnii 1 npasun obpaboTku Tpaduka,
cnegytollero B 06ovx HanpaBneHusx;
# 30HanbHOE pasgeneHue agpecHoro NPOCTPaHCTBA JIOKanbHOW CeTU U OrpaHUYeHne ero oT agpecHoro

NpPOCTpaHCTBa CeTU onepaTopa CBA3M U/nnu cetn NHTepHeT.

MHdopmaums, npefctaBneHHas Bbllle, siBNsieTcs ckopee oboOujalollen Ansi npoLeccoB U cobbiTui,
NMPOMCXOOALLIMX B CeTeBOW noacucteme poyTtepa. Hwke npvBenéH Gonee pasBépHyThi 0630p 3agad u

npoueccos, A4 BbINOJTHEHNA KOTOPbIX noagcucrtemMma o6pa60T|<v| n (bMJ'IpraLI,MM Obina BCTpPOEHa B poyTep:

# 3awuTta/orpaHuuyeHue gocTyna K poyTtepy iRZ, nokanbHOW ceTn n eé yanam:

[ 3amTta OT HeCaHKUMOHMPOBAHHOIO A0CTYyNa K:

# cnyxGam ynpaeneHus poyTepom
(HTTP/SSH/Telnet);

# yHKUMOHANbHBLIM Cry6am
(COM-nopm, GRE,..);

# 6a3oBags 3awMTa OT ceTeBOM aTaku «Ha oTKka3»/DoS
[aHHasi BO3MOXHOCTb JocTuraeTcst rnarogapsi TOMy, YTo NporpaMMHoe obecnevyeHne poytepa
ncrnonb3yeT B cBoel ocHoBe sapo OC Linux, nossonsioLLee B psge criyvyaeB yCTaHOBUTb
HeKoTopble orpaHn4eHust o obpaboTke ceTeBOro Tpaduka Ha ypoBHe siapa.
(3a Oemarnamu o Hacmpouke daHHOU ¢hyHKyuu mpebyemcsi obpamumbcs 8 omoen pa3pabomku
KomnaHuu «Paduoghud», a mak xe K oguyuansHol dokymeHmauuu OC Linux, u 8 yacmHocmu o

napamempam sdpa Linux)

# O6ecneyeHne BO3MOXHOCTM MEXCETEeBOro B3auMoAeNCTBUS:

# BbinonHexve yHkumm Port Forwarding;
# B psige cnyyaes: NepeonpeneneHne MapLpyToB CrlefoBaHUs TpadvKa;

# NAT: TpaHcnaums ceTeBbIX aapecos/npeaocTaBneHe 4oCTyrna B MUHTEPHET yYacTHUKaM

noKanbHOM ceTn, 06CnyXMBaemMon poyTepom;

# or6pacbiBaHne NapasuTHOro/M3bbITOYHOro TpaduKa.
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2.2. Pexumbl paboTbl
BcTpoeHHbIn B poyTep ceTeBol akpaH (firewall) npegnonaraet Tpu pexuma paboThbi:

# BbIkniouen;
(«Disable firewall» e ebinadarowiem criucke pexxumMos Ha cmpaHuye Hacmpoek)

He npuvmeHsieTcs HM OAHO U3 NpaBui, yKa3aHHbIX B HACTpoMKax ceTeBoro akpaHa (firewall).
# 3anpewaTb No-yMosyaH1IO BCe COeaMHEHUsl, KpooMe IBHO yKa3aHHbIX B web-uHTepcpence;
(«Allow specified, disable others» & ebinadaroujem criucke pexxumos Ha cmpaHuuye Hacmpoek)

ByoyT 3anpeLleHbl Bce COEAMHEHWS1, KOTOPbIE HE pa3peLLeHbl SIBHO C MOMOLLbI YCTaHOBKM
COOTBETCTBYIOLLUX NAapaMeTpoB Ha CTpaHuLax web-nHrtepgenca, oTBeyatoLLmnx 3a HAaCTPOMKY CETEBOrO

akpaHa (firewall) n goctyna k cnyx6am yaanéHHoro ynpasrneHus.
# PaspelwaTb No-yMos4yaHuIo BCe COeAUHEHUS, KpOMe SIBHO YKa3aHHbIX B web-uHTepdeiice;
(«Disable specified, allow others» & sbinadarouwjem criucke pexxumos Ha cmpaHuuye Hacmpoek)

Eyﬂ,yT 3anpeLleHbl TONbKO Teé COeANHEHUA, KOTOPbIE YKa3aHbl Ha CTpaHuLe Web-MHTepd)eVlca,

oTBevaroLLel 3a HacTporiky ceTeBoro akpaHa (firewall).

CeteBon akpaH (firewall), ncnonb3yembli B npolunBke poyTepoB iRZ, npeacTtaBnset ns cebs ypesaHHyo
Bepcuto nporpammHoro naketa iptables n moagynsa sgpa Linux — netfilter. Takum obpasom, kpuTepusamn, Ha
OCHOBE KOTOpbIX ceTeBbiM 3kpaHoM (firewall) GygeT npuHMMaTbCca pelleHne o farnbHewnwen cyabbe naketa
OaHHbIX, ABnstoTcA npaBuna. Web-uHtepdenc poytepa no3BonsieT 3agatb OO0 LECATU OOHOBPEMEHHO
aKTMBHbIX MpaBun. NapameTpbl NpaBuIl, HA OCHOBE KOTOpbIX paboTaeT ceteBon akpaH (firewall), onucaHel B
pasgene «lMapameTpbl MpaBuIi CETEBOMO 3KpaHa» 3TOro AOKYMEHTA.

B cnyyae, korga KONMYECTBO HeEOOXOOUMBIX K MPUMEHEHMO npaBun npesbiwaet 10 — MOXHO
BOCMOJSb30BaTbCHA CPEACTBOM pacLUMpeHus dyHKLmMoHana poytepos iRZ — cdyHkunsmu cueHapues Startup/IP-
UP Script, no3sonsowmnx aBToOMaTU4eCKn BbINOMHATb 3a4aHHbIE KOMaH4bl U CLeHapun cpasy Mnocre 3arpysku

CUCTEMDbI, UMK NoCIe YCTaHOBKU VHTepHeT-NOAKOYEHNST COOTBETCTBEHHO.

NMpumeyaHume: Ecnu Bbl NnaHupyeTe Mcnonb3oBaTbest cueHapwin Startup/IP-UP Script, HacTosTensHo
pekoMeHAyeM NPOBEPATb CUHTAKCUC KOMaHAbl Bbi3oBa iptables, 4Tobbl nsbexats:
# noTepu gocTyna K yCTPOWCTBY CO CTOPOHbI MIHTEpHET;

# noTtepu goCTyna K yCTPOMCTBY CO CTOPOHbI MOKanbHON CETU;
# HeKkoppPEeKTHOro PYHKLMOHNPOBAHUS YCTPOMCTBA B LIEMOM.

CcblinkKa: 3a pasbsicHeHuamu getaneii pabotbl MO iptables, a Takke yTOUHEHMEM CUHTaKcMca KOMaH[
ynpaerneHus Tabnuuamu npaeBun  pekomeHgyeTcsa obpatutbcs k obydarowemy pecypcy Wikibooks —
http://ru.wikibooks.org/wiki/lptables
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2.3. MpuHUMN paboTbl

MpuHumn paboTbl ceTeBoro akpaHa (firewall) MOXXHO paccmoTpeTb Ha npumepe aBToMobuneHoro KIl ¢
OonblWMM KONMYEeCTBOM NapannenbHbix nomnoc aswkerHus (TCP/UDP-noptoB). [na kaxgon u3 3TMX nosioc
MOXeT OblTb onpeaeneHo NpaBumno, onucbiBalolee OTKyda MallvMHa (CEeTeBOW MakeT C AaHHbIMWU) AorkKHa
cneposatb M Kyaa, Ytobbl €€ nponyctunu. Konuuectso npaeun ceteBoro akpaHa (firewall) orpaHMyeHo Tonbko
NpPOM3BOAUTENBHOCTLIO CUCTEMbI M OOBEMOM AOCTYMNHOW SHEProHe3aBUCUMOM NaMsaATh Ha cuctemHom Flash-

HakonuTene. Ha puc. 1 npeacrtaeBneHa MMNPoBU3MpPOBaHHas cxema paboTbl ceTeBoro akpaHa (firewall) B
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Pwuc. 1. MNpuHumn paboTel ceTeBoro akpaHa (firewall)

Hwxe npmBegeHo onucaHne napaMeTpoB paboTbl ceTeBoro akpaHa (firewall) n nx sHaveHui.
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3. OnucaHue napamMeTpPOB CeTEBOro 3KpaHa

CeteBon akpaH (firewall) poytepa paboTtaetr B 3-X pexumax: MOMHOCTbH OTKMOYEH, 3anpeLyeHbl unm

paspeLleHbl Mo YMOM4YaHMI0 BCE COeMHEHNSs, KpOME YKkadaHHbIX B wWeb-uHTepdelice.

3.1. MapameTpbl NpaBus ceTeBOro aKpaHa

PekomMeHaaumsA: HactoatenbHO pekoMeHayeTcs BbINONHATL YCTaHOBKY NapaMeTpoB NpaBur TOMbKO
rocne Toro, kak cCoOpPMMPOBaH NepBOHaYanbHbIN CMINCOK NPaBui B COOTBETCTBUM C BbIOPaHHOM NMOSIMTUKON
0obpaboTkn Tpaduka. He pekomeHayeTcs HacTpamBaTb ceTeBow akpaH (firewall) yctpoiicTea 6e3
npenBapuTenbHbIX MOLTOTOBUTENbHLIX MEPONPUSATUIA, OCOBEHHO €Criv OHO MOAJSIEXUT K NocneaytoLemn
yCTaHOBKE Ha NPOM3BOACTBEHHbIX, MO0 APYrMX KPUTUYHBIX K CO0SIM OO beKTax.

MapameTp Type
OnpegensieT TMN agpeca UCTOYHMKa/NonyYaTernsi ceTeBbix NakeToB. MoXeT MMeTb criefyrolne 3HaYeHus:

@ JloGon y3en («any address»);

# OpvH IP-agpec («single address»);

# IP-nogcetb («subnet»).

MapameTp IP Address

OﬂpeﬂeﬂﬂeT IP-a,iJ,pec cetu, nnbo y3na, KOTOprVI OOJDKEH 6yp,eT BbICTyNnaTb B Ka4eCTBe UCTOYHUKA UIn

nony4vaTensi CeTEBOro NakeTa Ans YCNeLwHOoro NpoXoXaeHus 3Toro naketa Yepes ceteBon akpaH (firewall).
MapameTtp Net Mask

OnpegensieT Macky NOACETU, MOXET OblTb 3a4aH TOMbKO B crnydae, korga napameTtpy Type MpucBOEHO
3HayeHune «subnet».
MapameTp Protocol

OnpegensieT NpPOTOKOM, KOTOPbIA AOMKEeH OydeT UCMOoNb30BaTbCs MexXAy y3rnamu CeTen, COeOUHSIEMbIX
poyTepomMm, Ans nepefayvn AaHHbiX. Ons Toro, 4Tobbl NONb30BaTENLCKMUM TpamK CMOr MPOSOSKUTE CBON NMyThb
00 MyHKTa Ha3HayeHusl, TMM NPOTOKOMa, MCNoMb3yeMblvi ANs nepefadn AaHHbIX JOSMKEH COBMagaTb C TUMOM

npoToKoNa, yka3aHHbIM B JaHHOM npaBune.

MapameTp Port

Homep TCP/UDP-nopta otnpaBuTens, Nubo nonyyarensi AaHHbIX.

NMPEAYNPEXOEHMWE! Bsuay orpaHnuennin web-uHtepdenca Ans Kaxaoro 13 npasus, NpUMeHEHHbIX B
Tabnuue HacTpoek ceTeBoro akpaHa (firewall) cospgaétcs aBa ob6paTHbIX NpaBuna, onpeaensitowmx npasuna
paboThl iptables: B ogHOM 13 npaBun ykasaHbl |IP-agpec 1 Homep nopTa y3na-UcTtovHuka; B gpyrom xe — IP-
agpec v Homep nopTta ysna-nonyyarens. CnegyeTr obpaTuTb BHMMaHuMe Ha TO, 4TO web-uHTepdenc He
MO3BONSIET B paMKkax OAHOro npaBuia B KayecTBe YCMNOBWUIA ycTaHoBWUTL |IP-agpec yana-otnpaBuTtenst u
HOMep nopTa y3na-nonyyartens, paBHO Kak 1 IP-agpec yana-nonyyatens u Homep nopTa y3na-oTnpaBuTensi.

[na BbINOMHEHMA YCMOBUA B [JaHHOW KOMOMHAUMM pEKOMEHOYeTCHA BOCMOMb30BaTbCA CpeacTBaMm
KOMaHAHOW cTpoku (npasuno byaet paboTtaTh 4O nepesarpysku yCTpOMCTBa), Nnbo cpencresamu cLeHapueB
Startup/IP-UP Script
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4. Bo3aMOXHble KOH(purypauumm

[daHHbIN pa3gen cogepXuT Tpu KOHUrypauum, BbiCTynaroLlme B Ka4ecTBe NpUMepPoB, Ha OCHOBE KOTOPbIX
TEXHUYECKUA MepcoHan MOXeT copMMpoBaTh OMsl CYLLECTBYHOLWEN CEeTU KOHUrypauuto, cobrogatoLyto
MPUHATYIO B KOMMNaHWUM-3aKa34vmKka NonmnTuKy 3amTbl MHGOpMaLnK.

Mpexae yemM BbINOMHATL HACTPOWKY ceTeBoro akpaHa (firewall) HeobxoaMmo onpenenuTbcsa ¢ TeM, Kakue
cnyxbbl Tpebyetcsa 3awmtuTb, kakme TCP/UDP-nopTbl MCNONb3YIOT AaHHble Cryxbbl U B Kakmx agpecHbiX

NMPOCTPaHCTBaX HAXOASTCS y3nbl, JOCTYN K Cry6amM KOTopbIX HEOOX0AUMO 3anpeTuTb, MO0 paspeLlnThb.

NMpumeyaHune: npumepsb! KoHUrypaLmin, NpeacTaBeHHble B AAHHOM AOKYMEHTE MOryT 6biTb NPUMEHEHbI
B pexume ceteBoro akpaHa (firewall) «paspelumnTs BCE, YTO He yKa3aHOo B npaBuiax»

4.1. Kondumrypauusa «3anpet cnyxxebHoro tpacpuka ICMP»

D,aHHaﬂ KOHd)I/IpraLI,I/IFl No3BONAET 3arnpeTuTb CJ'Iy)KeﬁHbIIZ Tpad)I/IK, CMFHaJ'Il/ISVIpyI-OLLI,eﬁ O OOCTYNHOCTHU
y3na Ansi CTOPOHbI, koTopas ero reHepupyet. Kak npasuno, ICMP npoTokon ucnonb3dyetcs Ans npoBepku
FIpVIMeHéHHbIX npasui MapLipyTtu3aumm B npouecce noCcTpoeHua CeTU 3aKa34duKa, a Tak Xe A4 onpenerneHns
dhakTa Toro, 4YTo TOT UNN MHOW y3en BKIOYEH, NMBo paboTtocnocobeH. OgHako faHHbIN TpadhuKk pekoMeHO0BaH
K 3anpeLleHuto, T.K. B criyyae, Korga poytep OyAeT OTBedaTb Ha COOOLLEHMSI MOCTynarLlme CO CTOPOHbI
|/|HTepHeT, 9TO MOXeT CTaTtb noBoAoM AOnd BO3MOXHOIo CKaHMpOBaHUA yCTpOﬁCTBa Ha Hanndue
yﬂSBMMbIX/OTKprTbIX ceTeBbIX cny>|<6 n nocnegywnuwmnx nonbiTOK MPOHUKHOBEHUA B 3aLLI,VILLI,éHHy}O CeTb

3akas4vka. Huwke npuBeaéHbl napameTpebl, no3sonstowme 3anpetuTtb ICMP-Tpaduk co cToOpoHbl IHTEPHET.

Tabnwuua 1. HacTtpolikvn koHdurypaumm «3anpeT gocTtyna k cepucy u3 MIHTepHeT»

HasBaHue napameTpa 3":::;)11;)‘:3::0“ OnucaHue
Type Single address Twvn npaBuna — eanHCTBEHHBIN IP-agpec
IP Address 192.168.1.1 IP-agpec poyTtepa, Ha KOTOpOM 3anyLieHa cryxba
Net Mask [3HauyeHume oTcyTCTB.]
Protocol ICMP Twn nopTa
Port [3HayeHume oTcyTCTB.] Ne TCP-nopta OpenVPN

10
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4.2. KoHdumrypaumsa «3anpet goctyna K yaaneHHbIM criy>6am»

[aHHaa KoHdurypaums npusBaHa 3anpeTtuTb CO CTOPOHbI JIOKAaNbHOW CeTW [[OCTYN K OAHOW wiun
HECKOMbKUM yAaneHHbIM cnyxb6am. [Janee npmBeneHbl HAaCcTponkn ceteBoro akpaHa (firewall), 3sanpewatowwme

aoctyn Kk web-ctpaHuuam u cniyxbe 1CQ.

MpeaynpexaeHue:

B cnyyae, ecnu TpebyeTcsa 3anpeTuTb AOCTYN CO CTOPOHbI NIOKanbHOW CeTn K cnyxbe, HaxogsLencs
He Ha poyTepe, a Ha O4HOM W3 y3MOB fOKaNbHON CETU He PEeKOMEHAYeTCH UCMONb3oBaTb CETEBON 3KpaH
(firewall) poyTtepa, a yctaHoBuTb 10, BbINOMHAKOLEE POSb CETEBOro (hunbTpa Ha camom y3ne, 4OCTyn K
koTopoMy TpebyeTcs 3anpeTuTb, T.K. TOMOMOMNS CeTU MOXET NO3BONUTL OOOMTH NpaBuna MapLupyTM3aTopa,
NCMONb3YIOLLErOCs NO-yMONYaHMIO 1 NOMYYNTb HECAHKLIMOHUPOBAHHbIV AOCTYN K crnyxobe.

Kpome Toro goctyn k cnyxbe, y3en KOTOpOW HaxoguTcsi B NTOKaNbHOW CETU MOXHO 3amnpeTuTb TOSbKO
cpeactBaMu KOMaHAHOW CTpoku poyTepa. Web-uHtepdenc npegycmatpvBaeT BO3MOXHOCTb 3arnpeTa
Tpaduka TONbKO CO CTOPOHbI VIHTEPHET B NOKanbHyt0 CETb U B 0OpaTHOM HanpaBreHuu.

anMe"laHVle: Ona  MHOXeCTBEeHHOro 3anpeta [OoCTyna K HEeCKOJTbKUM CJ'Iy)K6aM Oo4HOBPEMEHHO
HeobxoaMmo HaCTPOUTb HECKOJIbKO npasusl, nogo06HbIX ﬂpI/IBeLI,éHHOMy B AaHHOM npumMmepe. OpgHo npasuio

MOXeET coepxaTb onncaHmne noBeneHnsd TorbKo And O4HOro ysna

Tabnuua 2. HacTtpoviku koHdurypaumm «3anpeT JoCTyna K CepBUCY M3 JTOKANbHON CeTu»

HasBaHue napameTtpa EENENLIE BRI OnucaHue
KoHdurypauum
lpasurno Ne1
Type Any address Tun npaBuna — ntobo KOHEYHbI agpec
IP Address [3HauyeHume oTcyTCTB.] -
Net Mask [3HauyeHume oTcyTCTB.] -
Protocol TCP Tun nopTa
Port 80 Ne TCP-nopta web-cnyx6 cepBepoB VIHTepHET
lpasusno Ne2
Type Any address Twun npaBuna — Nto6bor KOHEYHbIN agpec
IP Address [3HauyeHme oTcyTCTB.] -
Net Mask [3HayeHume oTcyTCTB.] -
Protocol TCP Twn nopTa
Port 5190 Ne TCP-nopTa cnyx6bl ICQ
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4.3. KoHdmrypaumsa «3anpet gocTyna K nokanbHbIM Cnyx6am»

[aHHaa KoHduMrypaums no3BonseT 3anpeTuTb AOCTYN K criykbe co cTopoHbl HTepHeT. B aToM npumepe
Oyget 3anpelén goctyn kK cnyx6e OpenVPN. 3Tta koHduUrypauma MoXeT ObITb MCMONb30BaHa B Criyyae, Korga
TexHu4eckoe pelleHve nogpasymenaeT ncnonb3oaHme OpenVPN-TyHHens, Ho cepBep OpenVPN HaxoguTtcs
B OKanbHOW CeTW KOMMaHWWM 3akasduka. Ecnn mexaHuam ayTeHTudmkaumm ynpowéH un nogpasymeBaeT
MCNOSb30BaHNE MMEHM MOfb30BaTeENs W MNaposns, To pekomeHayetca 3anpetutb goctyn kK OpenVPN co
CTOPOHbI UHTepHeT BO u3bexaHue nepebopa naporns M BEPOSTHOrO MOSyYeHUs HeCaHKLMOHUPOBAHHOMO
A0CTyna K 3aliuaemMon ceTu.

Tabnuua 3. Hactpoliku KoHdurypaumm «3anpeT goctyna K cepucy ns MIHTepHeT»

3HayeHue B faHHOMN
Ha3BaHue napameTtpa OnucaHue
KOHdUrypauum
Type Single address Twn npaBuna — eanHCTBEHHLIV IP-agpec
IP Address 192.168.1.1 IP-agpec poyTepa, Ha KOTOpoM 3anyLieHa cryxba
Net Mask - -
Protocol TCP Tun nopTta
Port 1194 Ne TCP-nopta OpenVPN
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4.4. KoHdurypaumsa «3anpet goctyna Kk onpeaeneHHoOMy y3sy JfioKkasibHOW ceTu»

[aHHaa koHdurypauus nogpasymeBaeT 3anpeT noboro Buaa Tpadmka no HanpaBreHuo K yKazaHHOMY
y3ny. lMonHbIn 3anpeT 03Ha4YyaeT HEBO3MOXHOCTb MOMyYeHWs OOCTyna HU K cnyxbam yana, H1 onpeaeneHuo
ero coctosiHua ¢ nomowbto ICMP-3anpocoB. [daHHbIi NpuMep MOXeT ObITb MoneseH B criydyae, Korga
ncnosnb3yeTcsa TOMonorMa cetu, nogpasymeatowlas 3oHy DMZ, B koTopor Haxogutca 6onee ogHoro yana, 1

AOCTYN K 3TUM y3ram JOIMKeH ObITb OrpaHnYeH.

Tabnuua 4. Hactpowiku KoHpurypauum «3anpeTt 4OCTyna K y3ry NokanbHOW ceTuy

HasBaHue napametpa 3":::::::;‘:3::0'2 OnucaHue
Type Any address Twn npaBuna — eanHCTBEHHLIV IP-agpec
IP Address [3HaueHume oTcyTCTB.] IP-agpec y3na, Tpadwk oT koToporo byaeT 6nokuposaH
Net Mask [3HaueHume oTcyTCTB.] Tun nopTa
Protocol All IP-agpec yana, Ha KOTOpPOM 3anyLleHa cnyxoba
Port [3HaueHume oTcyTCTB.] Ne TCP/UDP-nopta
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