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1. BBeageHue

1.1. OnnucaHue foKymMmeHTa
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[aHHbI JOKYMEHT sIBNSIETCA 4acTbio Habopa MHCTPYKUMIA No 06CnyXMBaHMO poyTepoB iRZ u cooepXuT nH-

hopMaLMio TOMbKO MO CPeacTBamMm MOHUTOPUHIA U yNpaBrieHnsl yCTPOMCTBOM. s nonyyYyeHns MHgopMaumm o

pa60Te caMunx YCTPOMUCTB CMOTPUTE COOTBETCTBYIOLLIEE PYKOBOACTBO MOfb30oBaTens.

Bepcusa gokymeHTta (fata ny6nukauum)

N3meHeHusn

BbinonHun

MpoBepun

1.2. NpeaynpexaeHve

anlMe‘-laHVle. Onsa kaxpon mopenmu poyTepa cyulecTeByeT COOCTBEHHbIN KOMMMEKT OOKYMeHTauunun.

MoxanyncTa, ybeautech, 4To paboTaeTe ¢ JOKYMEHTALMEN MMEHHO AN Balleil MoAenv yCTpoMCTea.

XMBaHWe yCTpOWCTBa.

BHumaHue! Hapyuienne ycnosuit akcninyaTauum poytepa nuiuaet Bac npasa Ha rapaHTuitHoe o6cny-

MpeaynpexaeHue:

o PekomeHpyeTca yoenutb ocoboe BHUMaHWe pasgeny, nocedAlweHHOMY npenoctaBneHnio [octyna K

poyTepy. an HapyLweHNUn onncaHHbIX peKomer,auMﬁ BO3MOXHa yrpo3a HeCaHKUMOHNPOBAHHOIo AoCcTyna

K poyTepy, ceTsaiM 1 ApyroMy ceTeBoMy 060opyA0BaHM0 CO CTOPOHbLI TPETbUX MK,

L] I'Iapamepr| KOHCbMpraLlI/IM cneanyeT BBOOAUTH B NOMTHOM COOTBETCTBUKU C pekoMeHadaunaMn gaHHOro AoKy-

MeHTa. Hanpumep, gns IP-agpeca:
KoppekTHo: 123.213.132.001

HekoppekTtHo: 123,456.789.000, 123..456.789.000, 12 3.456.789.000

e Bce nons HacTpoek poyTepa Heo6xoANMO 3anosHATE TOMbKO Ha aHITIMACKOM A3bIKE.
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1.3. TepMUHbI U cokpaLleHus

TexHunueckoe peweHune — naea unn OOKyMeHT, KOTOpble OnucCbiBakoT Ha6op TEXHNYECKUX MepOﬂpMﬂTMﬁ,
HanpaBJieHHbIX Ha peanunsaduto KOHKpGTHOVI 3agadn. [ons BbINOMHEHUS TakoW 3agayun NCNOJ1b3YKTCA ¢)yHK—
LUMOHalbHble BO3MOXHOCTU KOMMOHEHTOB pelleHUA, CBA3aHHbIX MeXay coboii n B33MMOAeﬁCTByIOLIJ.MX apyr

C ApyroM onpegerneHHbIM 06pa3om.

BHewHun IP-aapec — IP-agpec B ceTn IHTEpHET, NpegocTaBnisemMblii KOMNaHWen-nposanaepom yCcryr CBs3u
B NOMb30BaHMe KIMMEHTY Ha CBOEM Wnun ero obopyaoBaHuun ans obecneveHus NpsMow CBsi3n ¢ obopyaoBaHUEM

KI'MMeHTa 4vepes CeTb MHTepHeT.

dukcupoBaHHbIN BHewHUr IP-agpec — BHelwHUI IP-agpec, He M3MEHSIIOLLMINCSA HX NPU KaKKUX YCIoBUSX (Npuy
CMeHe Tuna obopyaoBaHMS KIMEHTa U T.M.) UK CoBbITUAX (NPY NEePENOAKIIOYEHUN K CETU KOMMaHUM-NpoBan-
aepa v 1.4.). EQUHCTBEHHON BO3MOXHOCTbIO M3MEHUTb (DUKCMPOBaHHbIN IP-agpec aABnaeTca obpalleHune B

KOMMaHuo-npoBangep.

AyTeHTUdmMKauma — npoueaypa NPOBEPKU MOASIMHHOCTU MONb30BaTensl, KIMeHTa Wiu yana, BO Bpewms
KOTOpPOW PEKBU3UTLI, NPeaoCTaBfEHHbIE HAa MOMEHT MOAKMIOYEHUS, CPaBHUBAKOTCA C pekBu3uMTamyn B Oase
OaHHbIX.

Web-uHTepdeic poytepa — BCTpOEHHOE CPEACTBO YNpaBneHus, NO3BosOLLEE HAacTpanBaTb U KOHTPOMN-
poBaTb paboTy poyTepa 4epes nobor cTaHgapTHLIA MHTEPHET-0pay3ep.

YaaneHHoe yCTPOMCTBO (yAaneHHbIN y3er) — YCTPOWUCTBO, TeppUTOpUanbHO yaaneHHoe oT paccMaTtpuBae-

MOro MecTta, oobekTa unu y3na.



2. Cnoco6bl ynpaBneHus poytepom iRZ
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BHumaHue! Pekomenayetcs yaenuts ocoboe BHUMaHWe HacTpoikam [0CTyna K YyCTPOMCTBY MO NpoTo-

konam HTTP, HTTPS, Telnet, SSH. OT cnoxHoCcT1 naponen, paspeLueHns yaaneHHoro ocTyna, MCnosb-

3yEMbIX MOPTOB CETEBbIX CJ'Iy)K6, HaCTpOEK MeXCeTeBOoro 3KpaHa n gpyrmx HacTtpoek ceTeBbIX cny>|<6 3aBu-

cuT 6e30MacHOCTb He TOMbKO Camoro poyTepa, HO U YCTPOWCTB M CeTel, HaxOAsALLIMXCA 3a HUM.

Tabnuua 2.1 CeTeBble cnyx0bl, UCMONb3yeMble A4S yNpaBneHns poyTepoM

HasBaHue OnucaHue Tpebyemoe MO

HTTP/HTTPS Beb-nHTepdpelic, nossonaoLwmii HACTPOUTL BCE WHTepHeT-6pay3ep - Opera, Firefox,
pernameHTUpoBaHHble yHKLMKU poyTepa. MoxHO Chrome, Safari n 7.4. (kpome Internet
ncnonb3oBaTb MOON CTaHAAPTHBIV HTEPHET-Opay3ep. Explorer)

Telnet KomaHgHas KoHconb, NpefHa3HaveHHas ans bonee Telnet-knNueHT - NnpucyTCTBYET BO
TOHKOW HaCTPOViKK ycTpowncTea. No3sonser Bcex OC (B Windows 7, 8, 10
MCMNomnb30BaTh CTaHAApPTHbIE KOMaHAb! Linux. TpebyeTcs BKMIOYNTB).

SSH AHanor Telnet, B koTopoMm wncpyetca Tpaduk SSH-kNMeHT — NpucyTCTBYET MO

npv aBTopM3aLmm 1 paboTe C KOHCOSbH, YTO CHUXKaeT
yrposy nepexsarta koHpuaeHunansHon nHgopmaumm
TPETbMMMU ML AMM.

ymonyanuto B UNIX, Tpebyetcs
yctaHoButb PuTTY, WIinSCP,
Openssh (win32) B Windows
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3. BbICTpLIVM AOCTYN K YCTPOUCTBY
OTKpoliTe MHTEpHET-Opay3ep 1 BbINOMHWUTE creayoLme 4enCTBUs:
1. BeeauTte IP-agpec poyTepa B aapecHyto CTPOKY MHTEpHeT-6pay3epa.
C | @ http//192.168.1.1/ m | a :

Puc. 3.1 Beog IP-agpeca poyTtepa B agpecHyto CTPOKY MHTepHeT-Opay3epa

BHumaHue! He pekomeHagyem vcnonb3osaTb ana pabotel ¢ web-uHTepdeicom poytepa 6paysep

Internet Explorer

MpumeyaHue. IP-agpec ana goctyna kK HaCTpoViKam poyTepa, MCMorb3yeMbilii N0 YMONYaHWIo, ykasaH Ha

HaKnenke Ha HWXXHEN CTOPOHE Kopnyca yCTponcTBa.

2. BeeguTe norviH 1 naponk Ans AocTtyna K Be6-uHTepdeiicy poytepa
(no ymonyaHuio, norvH — root, napons — root)
Signin
http://192.168.1.1
Your connection to this site is not private

Username root

Password seee ‘

Puc. 3.2 Beopg nornHa v napons Anst 4octyna Kk web-uHtepdenicy poytepa

MpumeyaHwme. Mpu yTepe napons cmoTpuTte pasgen o c6poce HACTPOEK B PYKOBOACTBE MONb30BaTens

COOTBETCTBYIOLLLErO YCTPONCTBA Un obwwme pekoMeHaaumu B pasgene 4 JaHHOro pykoBoACTBa.

10
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Mocne KOPPEKTHO BBOAa JOr’MHa W naponda OTKPpblIBAeTCA CTpaHuua cTtatyca WM OOoCTyn K OCHOBHOMY

NHTepdency ynpasneHns YCTPONCTBOM.

Status

Network

Device info
Model RL22w
Uptime 01h 39m 34s
Hostname iRZ-Router
RAM freeltotal 19216 KiB / 61252 KiB
Routing
Mode backup

Local Network (lan)

Status Up
Type static
Address 192.168.1.1/24

Mobile Internet (sim1)

Status Down

Routing table

192.168.1.0/24 @ lan, metric=0

Puc. 3.3 CtpaHuua cratyca

VPN / Tunnels

Firmware
Serial No

Unitname

Interfaces

Uptime
MAC
Rx/Tx

Services

Tools

V767 (2020-01-17 13:27:16)

RDFG1000007

01h 38m 56s
F0:81:AF:00:DE:BO
164.3KiB/22MiB

CTpaHuua cTatyca coaepXuUT KpaTKyto MHOPMaLMIO O COCTOSHUM YCTPOWCTBA U CeTU:

e MOAernb YyCTPOWCTBA;

4, BosBpameHMe K 3aBOACKUM HaCTpOﬁKaM

Ha3BaHWe onepaTopa COTOBOW CBA3M;
TMn GSM-cBa3un, yposeHb GSM-curHana;

IP-agpec, cKopoCTb coeauHEeHUS;

BpeMsi paboTbl YCTPONCTBA Nocrne BKo4veHus (uptime);

KONMMYeCcTBO nepedaHHOn 1 NonyyYeHHoW nHpopmauum 1 T.4.

BHumaHue! JanHas onepauusa Heobpatuma. Mpexae Yem BbINOMHATL COPOC HacTpoek, ybeamnTech, YTo

TeKyLlMe HacTPOoWku ycTponcTBa Bam He noHapobsATca (B ToM uucne knoun u ceptudunkatel OpenVPN,

IPSec, GRE, napameTpbl nogknoyeHns k cetu UHTepHeT n T.4.).

11
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Ona Toro 4ToOblI COPOCUMTL HACTPOWKM poyTepa K 3aBOACKMM YCTaHOBKaM, Ha poyTtepax iRZ umeetcs
crneumanbHas kHomnka «Resety.
[nsa cbpoca HacTpoek 3aXmuTe KHOMKY U yaepxuBanTe okono 20 cekyHn, poyTep nepesarpy3utcst yxe co
COpPOLLEHHBIMK HACTPOMKaMMU.
Ecnu nocne nepesarpy3ku HacTpOWKM poyTepa okasanucb Tak U He cOpoLleHbl, BO3MOXHO, Bbl YAEPXKMBanNu
KHOMKY HegoCTaTOYHO OO0 UMW Ha BalLeM YCTPOMCTBE ClioMaHa KHomMKa.

Takke HacCTpOWKM poyTepa MOXXHO cOpocuTb Yepes Beb-nHTepdeic, cm. pasgen 5.5.12 gaHHoro pykosoacTea.

12



i »
Wireless solutions
for M2M world

5. Web-uHtepdenc

5.1. Pasgen «Status»

Ha Bknagke Status npefcraeneHa MHOPMaUMs O COCTOSIHUM poyTepa M ero CepBUCOB, KoTopasi MOXeT

6bITb NomnesHa Ana GbICTPO AUArHOCTUKM YCTPOCTBa. B AaHHOM pasaene npusoauTtcsa nogpobHoe onvcaHue

nonen n 3Ha4YeHNn AaHHON BKNaOKW.

Device Info — nHdopmauums o6 ycTporicTee.

Device info
Model
Uptime
Hostname

RAM freeftotal

RL411 Firmware v1253 (2018-04-17 15:02:14)
01h 24m 46s Serial No RFAD1000046
iRZ-Router Unitname

74772 KiB [ 124792 KiB

Puc. 5.1. Npumep nHdopmaumm B pasgene Device Info

Ta6bnuua 5.1. Nonsa B pasgene Device Info

Mone OnucaHue

Model BbiBOOUT Mogenkb Ballero poyrepa

Uptime Bpemsi paboTbl poyTepa ¢ nocneaHen nepesarpysku

Unithame Mmsa poyTepa (MOXHO 3agaTh B pasgene Tools — Unit name)

Firmware Bepcusa ycTaHOBREHHOW NPOLLUMBKU

Serial No CepuiiHbIn HOMEp poyTepa

RAM free/total KonunuectBo cBoboaHOM onepaTuBHOM NamATu/obLwmii o6bem onepaTvBHON NaMsATH
Hostname Umsa xocta

Routing — nHdopmaumsa o pexxume padotel WAN-nopToB.

Routing

Mode

backup Interfaces wan

Puc. 5.2. Npumep nHcbopmaumm B pasgene Routing

Tabnuua 5.2. lNons B pasgene Routing

Mone OnucaHue

Mode YkasbiBaeT pexum paboTtel WAN nopToB: balancing — pexuvm 6anaHcupoBku Tpadvka
Mexay wan noptamu; backup — pexum pesepBuMpoBaHua Mexay wan noptamu (pasgen
Network — Routing).

Interfaces YkasblBaeT MHTEpPdENChI Yepes KOTOpbIE B AAHHbI MOMEHT OCYLLECTBSAETCS TOT NN

WHOW PEXUM B NOpsiAKe NPUOPUTETOB.

13
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Local Network (LAN) — uHdopmaums 0 COCTOSIHUM foKanbHbIX NOPTOB poyTepa. [logpasgenos MoxeT
OblTb HECKOMbKO, TaK Kak B HaCTPOMKax MpUCYTCTBYeT BO3MOXHOCTb BblHECTW Kaxabii Ethernet-nopt B

otaenbHbIn VLAN.

Local Network (lan)

Status Up Uptime 21h 56m 24s
Address 192.168.1.1/24 Type static
MAC FO:81:AF:00:0F.6D RxITx 55.4 KiB / 1.1 MiB

Puc. 5.3. Npumep nHcdopmaumm B pasgene Local Network

Tabnuua 5.3. Nonga B pasgene Local Network (LAN)

Mone OnucaHue

Status Yka3sblBaeTcsa eCTb Nnn pmanyeckoe NoaKknoYeHne K nopry:

o Up — nogkntoyeHne ecTb;
e Down — nogkntodeHnst HeT

Address IP-agpec nopta € ykazaHnem Makcu cetu

MAC MAC-agpec nopTta

Uptime Bpemsi paboTbl nopTa

Type Pexxum paboTbl nopTa: static — ctaTnyeckas IP-agpecauus
Rx/Tx CyYeTUUK NPUHATBIX U OTNPaBMeHHbIX 6anT

Mobile Internet (SIM1/SIM2/SIM3/SIM4) — nHdopmaLmsa O COCTOSHUM NOOKMOYEHUSA NO KaHany COTOBOW

ceTu (oBa pasgena, ecnu ycTponcTeo nogaepxusaet gse SIM-kapTbl).

Mobile Internet (sim1)

Status Up Uptime 00h 04m 18s
Network 3G Operator Beeline

Signal quality 26 Module name Huawei MU709s-2
Module revision 11.652.61.00.00 Module IMEI 864881021515208
Address 10.229.29.221/32 Rx/Tx 60.0B/102.0B

Puc. 5.4. Npumep nHcdopmauum B pasgene Mobile Internet
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Ta6nuua 5.4. lNonga pasgena Mobile Internet

Mone OnucaHue

Status YkasblBaeTcsa cTaTyc NOAKIMIOYEHNS K COTOBOW CETu:

e Up — SIM-kapTa 3apernctpupoBaHa B CETU COTOBOrO orepaTtopa W roToea k pabore;
e Down — SIM-kapTa He 3apermcTpuMpoBaHa B ceTu 1 He paboTaeT.

Address IP-agpec cvm kapTbl C yKazaHMEM MacKu CETU, BbldaBaeMblil ONepaTopomM COTOBOWN CETU

Operator BbiBOAMTCHA MMSA onepaTtopa COTOBOW CEeTU

Module Name HassaHne GSM moayns, yCTaHOBMEHHOro B BalLeM poyTepe

Module IMEI IMEI Homep GSM moayns Baluero poyTepa.

Uptime Bpemsi akTMBHOCTU C MOMEHTA YCTaHOBKU CECCUU

Network Twun COTOBOW CETU MO KOTOPOWN B AaHHbLI MOMEHT OCYLLIECTBNSIETCA nepeaaya gaHHblx: 2G, 3G,
4G

Signal Quality YpoBeHb curHana cotosom cetu B hopmate CSQ,

MUHUMarnbHOE 3HayeHune (curHana Het coscem) — O,
MakcumarnbHoe 3HadeHue ypoBHA curHana — 31,
npu CSQ MeHee 12 cTabunbHOCTb Nepeaayn AaHHbIX MOXET BapbMpOBaTbCS.

Module Revision Howmep Bepcun GSM-moayns poytepa

Rx/Tx CyYeTUUK NPUHATBIX U OTNPaBMeHHbIX 6anT

Wired Internet (WAN) — uHdopmaums o cratyce nopta WAN.

Wired Internet (wan)

Status Up Uptime 00h 00m 03s
Type dhcp MAC FO0:81:AF:00:0F:6C
Address 192.168.245.18/22 Rx/Tx 27KiB/1.3KiB

Puc. 5.5. Npumep nHcdopmaumm B pasgene Wired Internet (WAN)

Tabnuua 5.5. Nonga B pasgene Wired Internet (WAN)

Mone OnucaHue

Status CoctosHue nopra:

e Up — nopT aKTuBeH un paboTaer;
e Down — nopT BbIKMHOYEH.

Address IP-agpec nopTta ¢ ykasaHMem Macku cetu
MAC MAC-agpec nopTta

Uptime Bpems akTvBHOCTU nopTa

Type Twn paboTbl nopTa:

¢ static — Ha nopTy Ha3HayeH cTaTuyecku |IP-agpec;
e DHCP — nopt nonyyaet agpec oT BHewwHero DHCP-cepsepa;
e PPPOE — nopt nogkntovaetcs kK BHewHeMmy PPPoE-cepsepy.

Rx/Tx CyYeTUUK NPUHATBIX U OTNPaBMeHHbIX 6anT

15



i »
Wireless solutions
for M2M world

Tunnel — vHdopmauus o cocTosiHUKM TyHHeNs. bonee Nnogpo6Hy MHpopMaLUUo O TYHHENSX U UX HAcToNKe
MOXHO npoyunTaTtb B oTAensHOM gokymeHTe «PYKOBOACTBO MOJIb3OBATEJIA Hactpoika TyHHenen Ha
poyTepax iRZ»

Routing Table — nHdopmaumsa no Tabnuue mapLupyTusaumm. BelBogaTcst Bce cyllecTBylolme Ha
OaHHbIA MOMEHT MapLUpyThl.

Routing table

0.0.0.0/0 @ sim1, metric=3 10.64.64.64/32 @ sim1, metric=0
192.168.1.0/24 @ lan, metric=0

Puc. 5.6. Npumep nHcdopmauum B pasgene Routing Table
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5.2. Pasgen «Network»

5.2.1. Local Network

Paspen Local Network Ha Bknagke Network npegHasHadeH gnsi HAacTpoWkM nokanbHbIX Ethernet-noptos

poyTtepa. B poytepax iRZ umeetcsi BoamoxHocTb HacTpouts WAN-nopT Takum o6pa3om, 4Tobbl oH paboTan, Kak

nokanbHbIn Ethernet-nopt n Hao6opoT — Bce LAN noptel npespatuts B WAN.

Ha Puc. 5.7 npeactaeneH npumep o6beguHeHus Ethernet-noptos B VLAN (BUpTyanbHyo NOKanbHyto CeTb).

|_|OCKOJ'Ibe B JaHHOM npumMmepe HaCcTpoeHO OBa VLAN, 1o Ha CTpaHuue nokasaHbl ABe rpynnbl HACTPOEK — And

BUPTYyanbHbIX ceTen «lan» n «lan84» (HasBaHus 3agaloTca aBToMaTudecku unum B pydHyto — none VLAN ID).

YUT06bI f06aBUTL HOBbIN VLAN, Haxxmute Ha kHonky Add VLAN BHM3Yy CTpaHuMUbl, @ YTOObI yAanuTb — HaXMuTe

KHOMKY Remove, B COOTBeTCTByIOLLI.eﬁ rpynne HacTpoeK.

Ons COXpaHeHUA BbIMNOJTHEHHbLIX HAaCTpOoekK MCI'IOJ'Ib3yl71Te KHOMKY Save. an nepexone Ha gpyrue ctpaHuubl

pa3fenoB BCe BbINOMHEHHbIE, HO He COXpaHeHHble HacTpoliki GyayT copoLleHbl!

Status Network VPN | Tunnels Services
Local Network
Local Network (lan)
Wired Internet
CPU port VLAN ID Switch Poris
Mobile Interfaces eth0 A 1 lan1 lan2 [« lan3 ¥ lan4
Mabile APN Profiles
P Mask MAC
Laopbacks 192.168.1.1 255.255.255.0 Leave blank to use hardware default

Wireless Network

Routes
Local Network (lan84)

Dynamic Routes (QUAGGA)

CPU port VLAN ID Switch Ports
DNS Servers
ethl A 84 ¥ lanl ¥ lan2 lan3 lan4
Switch
P Mask MAC
192.168.84.1 255.255.255.0 Leave blank to use hardware default

Add VLAN

Puc. 5.7. Bknagka Network, pasaen Local Network

Tools

Remove

wan

Remove

wan

17
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Tabnuua 5.6. Hactpowkn Network — Local Network
Mone OnucaHue
CPU Port Bbibop nopTa npoueccopa, koTopblii 6yaet HasHadveH Ha VLAN. Hanpumep, B poyTepax

pa3sbemMamMmn CaMoCTOATESNbHO.

cepun R4 poctynHbl ABa nopta Ethernet 1Gbit: ETHO n ETH1. Mo ymonyanuio, ETHO —
3TO YeTblpe nokanbHbIX nopta, a ETH1 — ogmH WAN-nopT. OgHako nonb3oBaTenb C
NOMOLLbIO JaHHOW HAaCTPOMKM MOXET pacnpeaennTb NopTbl Mexay uandeckumm

VLAN ID YkazaHue Homepa VLAN. N3HavansHO HoMep 3agaeTcsi aBToMaTUYeckn cammm
YCTPOWCTBOM, OfLHAKO MOSb30BaTeNb MMEET BO3MOXHOCTb €70 U3MEHUT.

Switch Ports Bbibop dumanyecknx noptos, koTopble OyayT fobasneHsl B VLAN

IP IP-agpec poyTtepa ans cosgaHHoro VLAN

Mask Macka cetun poytepa ansa cosgaHHoro VLAN

MAC MAC agpec, MOXHO 3afaBaTtb B PyYHYHO

5.2.2. Wired Internet

Pasgen Wired Internet Ha Bknagke Network npegHasHayeH ans Hactponku WAN-nopTa poyTepa B pamkax

VLAN. B poyTtepax iRZ nmeetcsi BO3MOXHOCTb HAcTPOUTb JOKanbHble MOPTbl TakMM 06pasom, HTOOblI OHU

pabotanu, kak WAN-nopTbl.

Ha Puc. 5.8 npeacraeneH npumep cosgaHnsa VLAN Ha ocHoBe WAN-nopTa poyTepa. B gaHHoM npumepe

HacTpoeH oanH WAN-nopT, rpynna HacTpoek BUPTyarbHOW CeTu «wany (Ha3BaHue 3aJaeTcs aBToMaTUYecku).

UT06bI f06aBUTL HOBbIN VLAN, Haxxmute Ha kHonky Add VLAN BHM3y CTpaHuMUbl, @ YTOObI yAanuTb — HaXMuTe

KHOMKY Remove, B COOTBeTCTByIOLLI.eﬁ rpynne HacTpoek.

Ons COXpaHeHUA BbIMNOJTHEHHbLIX HAaCcTpoekK MCI'IOJ'IbSyVITG KHOMKY Save. an nepexone Ha gpyrue ctpaHuubl

pa3fenoB BCe BbINOSHEHHbIE, HO He COXpaHEHHbIe HAacTPOVKM GyayT cOpoLleHbl!

Status Network VPN |/ Tunnels Services

Local Network )
Wired Internet (wan)

Wired Internet CPU Port VLAN ID Switch Ports

Mobile Interfaces eth1 v 2 lan1 lan2
Connection Type MAC
Static v f0:81:af:01:41:a7
P Mask
Ping Address Ping Interval (sec)

Puc. 5.8. Bknagka Network, pasgen Wired Internet

lan3 lan4

Gateway

Ping Attempts

Add VLAN

Tools

Remove

< wan

18



i »
Wireless solutions
for M2M world

Tabnuua 5.7. Hactpowkn Network — Wired Internet

Mone

OnucaHue

CPU Port

Bbibop nopTa npoueccopa, koTopbli 6yaet HasHadveH Ha VLAN. Hanpumep, B poyTepax
cepun R4 poctynHbl ABa nopta Ethernet 1Gbit: ETHO n ETH1. Mo ymonyanuio, ETHO —
3TO YeTblpe nokanbHbIX nopta, a ETH1 — ogmH WAN-nopT. OgHako nonb3oBaTenb C
NOMOLLbIO JaHHOW HAaCTPOMKM MOXET pacnpeaennTb NopTbl Mexay uandeckumm
pazbeMamMm CamoCTOSATENBHO.

VLAN ID

YkazaHue Homepa VLAN. N3HavansHO HoMep 3agaeTcsi aBToMaTUYeckn cammm
YCTPOWNCTBOM, OZLHAKO MOSb30BaTeNb MMEET BO3MOXHOCTb €70 U3MEHUT.

Switch Ports

Bbibop dusnyecknx noptos, koTopble OyayT nobasneHsl B VLAN

Connection Type

Tvn NOAKNYEHUs K BHELWHUM ceTam, Yepe3 WAN-nopT:

[A] Disabled — otknto4yeHne WAN-nopTa;

[B] DHCP — coeauHeHune ¢ nonydeHnem Hactpoek ot DHCP-cepBepa;
[C] Static — coeguHeHne ¢ py4HbIMU HacTponKamu;

[D] PPPoE - coegnHeHune no npotokony PPPOE B ponu knueHTa.

JononHuTenbHble HACTPONKM (B 3aBUCUMMOCTHM OT BbIOPaHHOTO TMna coeanHenusi, none Connection Type):

Mone Tun OnucaHue

Ping Address [A][B][CIID] IP-agpec yganeHHoro xocta ansi npoBepkn paboTbl coeamHeHus

Ping Interval (sec) [AlIIBIICIID] WHTepBan B cekyHaax, Yepes KoTopbi ByayT oTNpaBnsaTLCA NakeTbl A
nNpoBepkn coeamHeHuns (no ymonyaxuo, 30 cekyHa)

Ping Attempts [A][B][CIID] KonnyectBo HeyaayHbIX MNOMbITOK COeANHEHMWS, MNOCNe KOTOPLIX poyTep
nonbiTaeTcs NOAKMIYNTLCSA Yepe3 COTOBYHO CETb (MO ymMon4yaHuto, 3)

Use Peer DNS Server [B]D] BkntoveHve/BbIkMioYeHre ncnonb3oBaHus BHelwHNX DNS-cepsepos
nposangepa

MAC [B][CIID] MAC-agpec poytepa ansa cosgaHHoro VLAN. Ecnv none octaButb
nycTbiM, To 6yaeT ucnonb3oBatecss MAC-agpec, yCTaHOBMEHHbIN
npoussoauTenem

IP [C] IP-agpec poytepa ans cosgaHHoro VLAN

Mask [C] Macka ceTtn poyTepa ans cosgaHHoro VLAN

Gateway [C] LLnto3 poytepa ans cosgaHHoro VLAN

Login [D] JloruH, koTopbIn ykasbiBaeTcsa npu PPPoE-coeguHeHnn

Password [D] Maponb, koTopbIN ykasbiBaeTcs npu PPPoE-coeamHeHun

AC-name [D] MmMsa KoHUeHTpaTopa AocTyna, KOTopbli ykasbiBaeTcsa npn PPPOE-
coeiHEHWN

Connection type

Static v

Disabled
DHCP

PPPOE

Puc. 5.9. Tunbl coegnHenua ana WAN-nopta
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BapuaHTt Disabled B none Connection Type norudeckn BbikntodaeT WAN-NopT, TO ecTb usmyeckoe

nogknioYeHne GyaeT NpUCyTCTBOBaTb, HO poyTep He ByaeT nepedasaTtbh MO NOPTY HUKAKUX AaHHbIX. Mpumep

HacTpoek nokasaH Ha Puc. 5.10, onucaHue HacTpoek npusegeHo B Tabnuua 5.7 .

Network VPN / Tunnels
Wired Internet (wan)
CPU Port VLAN ID
eth1 v 2
Connection Type
Disabled v

Ping Address

Ping Interval (sec)

Services

Switch Ports

lan1 lan2 lan3 lan4

Ping Attempts

Add VLAN

Puc. 5.10. WAN-nopT oTkntoYeH

Tools

Remove

# wan

Save

Tun nogkntoyeHna DHCP o3HavaeT, 4TO poyTep AorkeH nonyyuTb |IP-agpec, macky u agpeca DNS-

cepepoB oT BHewHero DHCP-cepsepa. lNpumep HacTpoek nokasaH Ha Puc. 5.11, onucaHue HacTpoek

npueeneHo B Tabnuua 5.7.

Network VPN / Tunnels
Wired Internet (wan)
CPU Port VLAN ID
ethl v 2
Connection Type
DHCP v

Ping Address Ping Interval (sec)

# Use peer DNS servers

Services

Switch Ports

lan1 lan2 lan3 lan4

MAC

f0:81:af:01:41:a7

Ping Attempts

Add VLAN

Puc. 5.11. Tun coeanHeHmna WAN-nopta — DHCP

Tools

Remove

# wan

Tun nogkntoyeHns Static HeobxoguMM AnNst pyYyHoW ycTaHoBKkWM ceTeBblx HacTpoek WAN-nopTta. Mpumep

HacTpoek nokasaH Ha Puc. 5.8, onncaHue HacTpoek npuseaeHo B Tabnuua 5.7.
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Tun nogkntoyeHnss PPPoE HeoGxoamM npu Mcnonb3oBaHMM NPOTOKOMa ¢ aBTopusaumen Ha cepeepe PPPoE.

Mpumep HacTpoek nokasaH Ha Puc. 5.12, onucaHne HacTpoek npusegeHo B Tabnuua 5.7.

Network

Wired Internet (wan)
CPU Port VLAN ID

eth1 v 2

Connection Type

VPN | Tunnels

PPPOE

Login

Ping Address

Enter address to check connection

# Use peer DNS servers

Password

Ping Interval (sec)

yefault 30 seconds

Services

Switch Poris

lan1 lan2

MAC

f0:81:ar.01:41:a7

Tools

Remove

lan3 lan4 < wan

AC-name
Ping Attempts
s

Puc. 5.12. Tun coeanHeHna WAN-nopta — PPPoE

5.2.3. Mobile Interfaces

Paznen Mobile Interfaces Ha Bknagke Network npegHasHaveH ans HacTpoOWkM MOGUNbHOro MHTepHeTa Ha

ycTpoincTee. B 3aBMCUMMOCTM OT Moenu poyTepa Ha BKNagke npeactaBfeHbl HAacTPOMKW ANA O4HOW Unuv

Heckonbkux SIM-kapT.

Ha pucyHkax 5.13 n 5.14 npeacrtasneH pasgen HacTpoek SIM-kapT ans poytepa ¢ 0OgHUM MOAYIIEM.

Status Network

Local Network )
Mobile Interfaces

Wired Internet

Mobile Interfaces

Mobile APN Profiles

SIM1/ sim2

VPN / Tunnels

QUECTEL EC25

Services Tools

Edit

Puc. 5.13 Bknagka Network, pazgen Mobile Interfaces ans ogHomMoayneHOro ycTpomncTea
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[nsa Hayana peaakTMpoBaHUS HACTPOEK HeobXoaMMO HaxaTb kHonky Edit. [Ina coxpaHeHnst BbIMONMHEHHbIX
HaCcTpoeK ucnonb3ynTte KHONKy Save. MNpu nepexone Ha gpyrne cTpaHuubl pasgenos BCE BbIMOMHEHHbIE, HO He

COXpaHEHHbIE HAaCTPOWKKN ByAyT cOpoLLEHbI!

YTo6bI BKMOYaATh MNKM OTKMOYaTe paboTy poytepa ¢ SIM-kapTon, Heobxogumo MOCTaBWUTb WU CHSITb
ranoyky Hanpotme nyHkta Enable SIM1 (unu SIM2). Haxxatue Ha kHonky Advanced Settings oTkpbiBaeT

OOCTYM KO BCEM BO3MOXHbIM HacTpoKrkam faHHOro pasgena.

QUECTEL EC25

# Enable SIM1
APN Network Access
Auto v Advanced settings
Username Password Authentication Type
Any v
PIN Additional PPPD Options Force MCC MNC
Leave blank if not needed example: debug example:
Ping Address Ping Interval (sec) Ping Attempts
Enter address to check connec Default 30 seconds 3 by default
# Use as defaultroute # Use peer DNS servers Allow roaming
# Enable SIM2
APN Network Access
Auto v Advanced settings
Manage SIM
Connection Timeout (sec) Primary SIM Return to Primary SIM (sec)
360 simf1 v 3600

Close Apply changes

Puc. 5.14 Bknagka Network, pasgen Mobile Interfaces — Edit gna ogHomoaynbHOro yCTponcTea
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Ha pucyHkax 5.15 n 5.16 npeactaeneH pasgen HacTpoek SIM-kapT ans poytepa ¢ AsyMs mogynamu Ons
Havana peJakTMpoBaHUsl HacTpoek Heobxoanmo HaxaTb kHomnky Edit HanpoTus cooTtBeTcTBytoLEen SIM-kapThl
unun moayns. Ona coxpaHeHus BbIMNOMHEHHbIX HAacTPOeK NCMOonb3ynTe KHoMKy Save. [Npu nepexode Ha apyrue

CTpaHuubl pa3aernoB BCe BbIMNOJIHEHHbIE, HO HE COXPaHEeHHbIe HaCTpOIZKM 6y,lJ,yT C6p0LLIeHbI!

Network VPN / Tunnels Services Tools

Mobile Interfaces

SIM1 Huawei MU709s-2 Edit

Sim2 QUECTEL EC25 Edit

Puc. 5.15. Bknagka Network, pazgen Mobile Interfaces ans gsyxmoaynbHOro yctponcTea

YUT06bI BKMIOYAThL MNK OTKMOYaTh paboTy poytepa ¢ SIM-kapToi, He0OX0AMMO NOCTaBUTb UMK CHATb ranouyky
HanpoTuB nyHkTa Enable SIM1 (unu SIM2). HaxaTtne Ha kHonky Advanced Settings oTkpbiBaeT 4ocTyn Ko

BCeM OOCTYMNHbIM HaCTpoﬁKaM OaHHOro pasaena.

Huawei MU709s-2

¢ Enable SIM1
APN Network Access
Auto v Advanced settings
Username Password Authentication Type
Any v
PIN Additional PPPD Options Force MCC MNC
Ping Address Ping Interval (sec) Ping Attempts
Enter address to check connec 0 0
¢ Use as defaultroute ¢/ Use peer DNS servers Allow roaming
Manage SIM

Connection Timeout (sec)

360

Close Apply changes

Puc. 5.16 Bknagka Network, pasaen Mobile Interfaces —Edit ans gByxmoaynbHoOro yctponcTea
23



i »
Wireless solutions
for M2M world

Ta6nuua 5.8. Hactpowkn Network — Mobile Interfaces—Edit

Mone OnucaHue

APN Mms cotoBoii cetn (APN). Heobxoammo, ecnn y SIM-kapTbl KOpnopaTUBHEIN Tapud 1nim
BbleNieHHas COTOBas CeTb BHYTPU NpoBangepa

Authentication Type Bbi6op npoTokona naeHTudgmkaumm SIM-kapTel B ceTv npoBangepa:

Any — nto6on 13 peXMMoB (Mo YMOYaHmo);
EAP;

PAP;

CHAP.

Network Access Mode

Bbibop pexvma paboTbl C COTOBLIMU CETAMM:

¢ Auto — aBTOMaTU4YECKoe onpeaerneHne 4oCTyNHON ceTu;
e 2G Only — paborta Tonbko B ceTn 2G;
e 3G Only — pabota Tonbko B cetn 3G;
e 4G Only — paboTta Tonbko B ceTn 4G.
Username Mma nonb3oBartensa Ana 4ocTyna B COTOBYHO CeTb nNposangepa
Password Maponb ans goctyna B COTOBYIO CETb NpoBavaepa
PIN PIN-koa SIM-kapTbl (ecnu ycTaHOBIEH)
Additional PPPD YkaszaHue JononH1TenbHbIX onuuii Ans pabotsl npotokona PPP (kpome poyTtepoB
Options cepumn RO)
Ping Address IP-appec yganeHHoro xocta Ansi npoBepky paboTbl CoOeanHEHUS

Ping Interval (sec)

WHTepBan B cekyHaax, Yepes KoTopbivi ByayT OTNpaBnsiTbCA NakeTbl 475 MPOBEPKU
coegnHeHus (no ymondanuio, 30 cekyHA)

Ping Attempts

KonuyectBo Heyaa4HbIX NOMNbITOK COeAUHEHNA, NOCIIe KOTOPbIX poyTep nonbiTaeTcAa
nepenogknounTtecst K GSM onepaTopy (No ymonyanuto, 3)

Allow Roaming

Pa3spelweHnne/zanpeLyeHne pabotbl SIM-kapTbl yCTPONCTBA B POYMUHIE

Use Peer DNS Server

BkntoueHwne/BbIknto4eHne ncnonb3oBaHusa BHelwHUX DNS-cepBepoB npoBaiaepa

Force MCC MNC

Mo6unbHbIn kog cTpaHbl(MCC) B kombuHaumm ¢ MobunbHbiM kogom ceTu(MNC)
ABMSAETCH YHUKAINbHbIM MOEHTU(MKATOPOM COTOBOW CETW.

Connection Timeout
(sec)

Bpewms, koTopoe otBoanTca SIM-kapTe Ha NOAKMOYEHNE K COTOBOMY OrnepaTopy, no
NCTEYEHNW JaHHOro BpeMeHU poyTep nepesarpyaeT COTOBbI MOAYIb NO NUTaHUIO U
[03BOH HAaYMHAETCH 3aHOBO, N3MEPSIETCA B CeKyHAax

Primary SIM

YkasbiBaeT kakasa n3 SIM kapT aBnseTca npuopuTETHON (TOMLKO ANst OAHOMOAY bHbIX
poyTepoB)

Return to Primary SIM
After (sec)

YkazaHune npomexyTka BpeMeHU Nocre KOTOporo poytep NPousBeaeT NonbITKy
BEPHYTLCA Ha OCHOBHYIO SIM kapTy (TONbKO ANS OAHOMOAYIbHbIX POYTEPOB)
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5.2.4. Mobile APN Profiles
B ﬂaHHOﬁ BKnagke HacTtpanBarTCA I'IpO(*)VIJ'IM NOAKIMK4YeHnA K COTOBOW CEeTH.
Status Network VPN ! Tunnels Services Tools
Local Network i
Mobile APN Profiles
Mabile Interfaces
_ * MCCMNC APN Username Password Auth Type
Mobile APN Profiles
= 25002 megafon.nw gdata gdata | CHAP v

Loopbacks
Wireless Network
Routes

DNS Servers

Puc. 5.17 Bknagka Mobile APN Profiles

Tabnuua 5.9. Bknagka Mobile APN Profiles

Mone OnucaHue
MCCMNC MobunbHbIn kog cTpaHbl(MCC) B KoMBMHaLUMK ¢ MobunbHbIM kogoM ceTu(MNC)
ABMSAETCSH YHUKaINbHbIM MOEHTU(MKATOPOM COTOBOM CETU
APN Wwms coToBon cetn (APN)
Username Mwms nonb3oBaTtens aAns Aoctyna B COTOBYH CETb NpoBanaepa
Password Maponb ans goctyna B COTOBYIO CETb NpoBavaepa
Auth Type Bbi6op npoTtokona naeHtudukauum SIM-kapTbl B ceTU NpoBaligepa:
¢ Any — o601 13 peXXMMOoB (M0 YMONYaHuio);
o EAP;
o PAP;
e CHAP.

25



i »
Wireless solutions
for M2M world

5.2.5. Loopbacks

B HekoTopbix cryyasix Heobxoammo HasHadaTb gononHutenbHble |P agpeca Ha wmHTepdenc loopback,
OaHHbIV pa3gen npegHasHadveH ans aToro.
B none name BnucbiBaeTca ums, B none |IP — BnucbiBaeTcs IP-agpec, a B none Mask — macka ceTtu k

KOTOPOW NpvHagnexuT gaHHeln IP-agpec.

Status Network VPN / Tunnels Services Tools

Local Network
Loopback Interfaces

Wired Internet
Mobile Interfaces name P Mask
Mobile APN Profiles
="
Wireless Network
Routes

DNS Servers

Switch

Puc. 5.18 Bknagka Network, paszgen Loopbacks

Ons COXpaHeHUA BbIMNOJTHEHHbIX HAaCcTpoekK MCI'IOJ'Ib3yl71Te KHOMKY Save. an nepexone Ha gpyrue ctpaHuubl

pa3fenoB BCe BbINOSHEHHbIE, HO HE COXpaHEHHbIe HAacTPOVku GyayT cOpoLLeHbl!

5.2.6. Wireless Internet

Pasnen Wireless Network Ha Bknagke Network npegHasHayeH onsa HacTponku napametpoB Wi-Fi. [JaHHbIN
pa3gen AOoCTyneH B poyTepax, koTopble nogaepxusatoT paboty ¢ Wi-Fi (cM. 0603Ha4yeHne B Ha3BaHne Moaenu
— «w»). Ha Puc. 5.19 npeacraeneH npumep HacTpoek, koraa Wi-Fi BbikntoveH.

[nsi coxpaHeHus BbIMOMHEHHbIX HACTPOEK UCMONb3yNTe KHOMKY Save. [Npu nepexoae Ha Apyrve CTpaHuLbl

pa3fenoB BCe BbINOHEHHbIE, HO He COXpaHEHHbIe HAacTPOVKM GyayT cOpoLleHbI!
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Status

Local Network
Wired Internet
Mobile Interfaces
Mobile APN Profiles

Loopbacks

Wireless Network

Routes
Dynamic Routes (QUAGGA)
DNS Servers

Switch
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Network VPN / Tunnels Services Tools

Wi-Fi mode:
Access point
Client

=) Disabled

Bridge With Interface

lan v

SSID Freq Region Channel

IRZ-0225D8 2.4GHz v default v 1"

Hide wireless network
Access mode Password

WPA/WPA2-PSK (CCMP) X

Puc. 5.19. Bknagka Network, pasgen Wireless Internet

Wi-Fi mode — BbIGop pexuma pabotsl mogyna Wi-Fi:

Access point — poyTep paGoTaeT B kKa4yecTBe TOYKM AOCTYNa v XOeT NOAKMHYEHUS KITMEHTOB K CBOEN CETH;

Client — poyTep cam nogkntoyaeTcs K BHewHen Wi-Fi-ceTu, B 4aHHOM pexmnmMe HTepdenc aBToMaTtuiecku

ctaHoBuTcAa ogHum 13 WAN-nopTos;

Disabled — oTkntoueHue Wi-Fi-moayns.

Access Point.

Access Point - pexxum pabotbl Wi-Fi-mogyns B pexxume TOYKM gocTyna.

Tabnuua 5.10. Hactponku Network — Wireless Network (Wi-Fi Mode = Access Point)

Mone

OnucaHue

Bridge with Interface

Co3agaHune mocTa ¢ fiokanbHbIM MHTEPhENCOM NN CO34aHne HOBOro uHTepdpenca

IP

IP-agpec nHTepderica poytepa

Mask Macka cetn nHtepcpenca poytepa
SSID HaseaHwue Wi-Fi-cetu, k koTopon 6yayT noaknio4aTbCsl KIMEHTbI
Channel Homep kaHana, Ha koTopom forkHa pabotate Wi-Fi-ceTb

Hide Wireless Network

BKntounTb/OTKMIOUYNTE paBGoTy B CKPLITHOM peXume, TO eCTb 6e3 aHOHCMPOBaHUSA CBOEro
SSID

Freq

MepekntoyeHne yactoTbl paboTbl Wi-Fi mogyns

Region

Kopa cTpaHbl (3HaveHue no ymonyaxuio - default)

Access Mode

Twn wudposaHua naponsa goctyna k cosgasaemon Wi-Fi-cetu:
e Open — 6e3 napons goctyna;

o WPA;

o WPA2-PSK.

Password

Maponb ans goctyna k cosgasaemont Wi-Fi-cetn
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Mpwu BbIGope B HacTpolike Bridge with Interface nyHkta LAN, Wi-Fi-uHtepdeiic poytepa 6yaet paboTtats B

pexume Mocta ¢ LAN-nopTamu. [locTynHble HacTponku npmueedeHsl Ha Puc. 5.19

Mpu BbIGOpe B HacTporike Bridge with Interface nynkta Wi-Fi, Wi-Fi-nitepdenc bypet pabortaTtb, Kak

camMocToATeNbHbIN UHTepdenc. JocTynHble HacTporkn npuseaeHsl Ha Puc. 5.20

WiFi mode:

* Access point
Client
Disabled

Bridge with interface

wifi

SSID

IRZ-584EDB

Hide wireless network

Access mode

WPAZ-PSK

Client

Mask

Channel

11

Password

A LTI

Puc. 5.20. Pexxum Wi-Fi HacTpoikun Bridge with Interface

Client - pexxum paboTbl Wi-Fi-mooynsi B pexvme KrveHTa npuv nogknoyeHnm K yaaneHHom ceTu.

Tabnuua 5.11. Hactponku Network — Wireless Network (Wi-Fi Mode = Client)

Mone

OnucaHue

Connection Type

Bbibop TMna coeamHeHus:

o DHCP — nony4enwue IP-agpeca ot cepsepa DHCP;
e Static — cTaTnyHbIE HACTPOWKN poyTepa, NPONUCLIBaEMbI BPYYHY!HO.

IP IP-agpec nHTepderica poytepa

Mask Macka cetn nHtepcpenca poytepa

Gateway LLnto3 poyTtepa

Ping Address IP-appec yganeHHoro xocta Ansi npoBepky paboTbl CoeaAnHEHUS

Ping Interval (sec)

WHTepBan B cekyHaax, Yepes KoTopbivi ByayT OTNpaBnsiTbCA NakeTbl AMS NPOBEPKU
coegnHeHus (no ymondanuio, 30 cekyHA)

Use Peer DNS Server

BkntoueHwne/BbikntoveHne ncnonb3osaHusa BHelwHUX DNS-cepBepoB npoBaiaepa

SSID

HaseaHwue Wi-Fi-cetu, k koTopon 6yayT noaknio4aTbesl KIMEHTbI

Access Mode

Twn wudposaHua naponsa goctyna k cosgasaemon Wi-Fi-cetu:
e Open — 6e3 napons goctyna;

o WPA;

o WPA2-PSK.

Password

Maponb ans goctyna k cosgasaemont Wi-Fi-cetn
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Mpwu BbIGOpPE B HacTpolike Connection Type nyHkta DHCP, poytep 6yaeT nonyyatb HACTPONKM COeANHEHNS
ot DHCP-cepBepa ceTu Kk koTopown nogkntovaetcs. JocTynHble HacTponku npueeaeHsl Ha Puc. 5.21.

WiFi mode:

Access point
® Client
Disabled

Conection Type

DHCP v

Ping address Ping interval (sec)

Use peer DNS servers

SSID
iRZ-584EDB

Access mode Password
WPA2-PSK v ssasasne

Puc. 5.21. Pexxum DHCP HacTtpoiiku Connection Type
Mpu BeIGOpEe B HacTpoiike Connection Type nyHkTa Static, poytep 6yaet paboTtaTb co cTaTUYHLIMU
HacTponkamMun coeguHeHUs, KoTopble ykasblBatoTcs B NyHkTax IP, Mask n Gateway. [JocTynHble HaCTPONKK

npuBegeHbl Ha Puc. 5.22.

WiFi mode:

Access point
& Client
Disabled

Conection Type

Static v

P Mask

Gateway

Ping address Ping interval (sec)

SSID

iRZ-584EDB
Access mode Password
WPA2-PSK v
Puc. 5.22. Pexum Static, HacTpoitkn Connection Type
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5.2.7. Routes

Pasgen Routes Ha Bknagke Network npegHasHayeH ansa Hactponku npuoputetoB WAN-NOPTOB, pexum mx
paboTbl 1 HACTPOWKK CTaTU4ECKUX MapLupyToB. Ha Puc. 5.23 npegcraBneH npymep HacTpPOeK.
[nsi coxpaHeHus BbIMOMHEHHbIX HACTPOEK UCMONb3ynTe KHOMKY Save. [Npu nepexoae Ha Apyrve CTpaHuLbl

pa3fenoB BCe BbINOSHEHHbIE, HO He COXpaHEHHbIe HAacTPOVku GyayT cOpoLleHbI!

Status Network VPN / Tunnels Services Tools

Local Network
Default routes mode

Wired Internet
' Backup v

Mobile Interfaces

1 t | Wired internet (wan)
Mobile APN Profiles
2 1 l Mobile internet (sim1/sim2)
Loopbacks
Wireless Network Static routes
Routes
Target Mask Gateway Interface

Dynamic Routes (QUAGGA)
- wan v

DNS Servers

Switch

Puc. 5.23. Bknagka Network, pasgen Routes

Default Routes Mode — pexum pabotel WAN-nopToB:

e Balance — pexum 6anaHcMpoBKu;

e Backup — pexum pesepBrpoBaHus.

B pexume Backup poyTep pesepsupyeT nogkniodeHne mexay WAN-noptamu nocnegosatenbHO U B

nopsiake, ykazaHHOM nonb3oBaTtenem (CM. CnMcok nog nyHktom Backup Ha Puc. 5.23). C nomoLwblo CTpenok

MOXHO nepemelyatb BblbpaHHbIi WAN-nopT (Ha pucyHke «Wired Internet (WAN)») BBepx " vnu BHU3 * B
3aBMCMMOCTM OT MPUOPUTETOB MOSb30BaTENS.
B pexxvume Balance poyTep 6anaHcupyeT ucxogawwmin Tpadmk Mexay noptaMmum Ans yBernm4eHns nponyCcKHOM

CNocoGHOCTU. [aHHbIN pexxnM OOCTYyMNeH TONbKo Npu noaknoYeHnn poytepa Yepes asa WAN-nopTa.

Mocne Bbibopa pexuma pabotbl WAN nopToB crniegyeT noapasfaen HacTPOMKUM CTaTUYeCKUX MapLupyToB,
Static Routes, Ha Puc. 5.24
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Default routes mode
backup v
1 I Wired internet (wan)
2 i Mobile internet (sim1)
3 1 | Mobile internet (sim2)
Static routes
Target Mask Gateway Interface
- 192.168.2.5 255.255.255.0 192.168.1.1 ‘ loopback "
loopback
pptp
siml
sim2 I
wan
ovpn
greltun
lan
lang4

Puc. 5.24. HacTpoitka cTaTu4ecKknx MapLupyToB

[o6GaBneHve HOBOro MapLupyTa MPOWCXOAWUT MO KHOMKe * («Mnc») B NepBom ctonbue Tabnuubl. A

yAaneHue mapLupyta no KHOMke ~ | («MUHYC»), Takke B NMepBOM CTONOLEe, HO HanpoOTMB CTPOKUA HEHYXHOMO
MapLupyTa. HacTpolikm MmapLlpyTOB yKka3aHbl B Tabnuue 5.12.

Tabnuua 5.12. HacTpoliku MmapLupyToB

MNone OnwucaHue

Target IP-agpec unu noaceTb HasHayeHuUs MapLupyTa

Mask Macka ceTn

Gateway IP-agpec wnto3a maplpyTta

Interface Bbi6op nHTepdelica, Yepes KoTopbli 6yaeT pabotaTtb MapLupyT

31



5.2.8. Dynamic Routes(QUAGGA, TonbKo ans poytepoB cepuun R4)

i »
Wireless solutions
for M2M world

[aHHbIN pa3gen npegHasHayvyeH Ang HACTPOWMKUM AUHAMUYECKOM MapLupyTmMsauumu no npotokonam: BGP,

OSPF. Npumep HacTpoek npuseaeH Ha Puc. 5.25

BGPD

password zebra

!

access-list vty permit 127.0.0.0/8
access-list vty deny any

!

line vty

access-class vty

OSPF6D

password zebra

!

access-list vty permit 127.0.0.0/8
access-list vty deny any

!

line vty

access-class vty

OSPFD

password zebra

!

access-list vty permit 127.0.0.0/8
access-list vty deny any

!

line vty

access-class vty

ZEBRA

password zebra

!

access-list vty permit 127.0.0.0/8
access-list vty deny any

!

line vty

access-class vty

N

Save

Puc. 5.25 lNpumep HACTPOMKU JMHAMMUYECKOM MapLUpyTu3auum no npotokonam: BGP, OSPF
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OnHamuyeckas MapLupyTu3aums B poytepax npegcrtasrneHa naketom Quagga ansg GNU/Linux cuctem.
MpoLecc HacTPOMKM OMHAMUYECKON MapLipyTu3auuv npencrtaBnsieT coboi 3anonHeHWe TEeKCTOBOro Mons
COOTBETCTBYIOLLEN CryxObl COOTBETCTBYIOLLErO NPOTOKOMNa B oopMaTe CuMHTaKcuca, onpegenHHoro ang

JaHHoro naketa. AKTMBauus nons npoucxoaunT no qu60Kcy BO3ne COOTBeTCTByIOLIJ.eﬁ CJ'Iy)K6bI.

MpenctaeneHbl criegytowme cnyxobl: BGPD — gemoH npotokona bgp, OSPF6D — gemMoH npoTokona
OSPFv3 gna IPv6, OSPFD — gemoH npotokona OSPFv2. MNone ZEBRA npegHasHayeHo Ons1 HACTPOWKM

6a3oBoro sigpa Zebra.

5.2.9. DNS Servers

Pasgen DNS Servers Ha Bknagke Network npegHasHaveH ang ykasaHusa agpecos DNS-cepsepos. Ha Puc.
5.26 npeacTaBneH Npumep HaCTPOEK C ABYMS agpecamu.
[nsi coxpaHeHus BbIMONHEHHbIX HACTPOEK UCMONb3ynTe KHOMKY Save. [Npu nepexoae Ha Apyrve CTpaHuLbl

pa3fenoB BCe BbINOSHEHHbIE, HO He COXpaHEHHbIe HAacTPOVkM GyayT copoLleHbl!

Status Network VPN / Tunnels Services Tools

Local Network

DNS servers
Wired Internet
778888 Remove
Mobile Interfaces
8.8.8.8 Remove

Mobile APN Profiles

Loopbacks — X
Wireless Network |

Routes

Dynamic Routes (QUAGGA)

DNS Servers

Puc. 5.26. Bknagka Network, pazgen DNS Servers

YT06bI O06aBUTL HOBLIV aapec HaxmuTe kHonky Add n BnuwunTe IP-agpec DNS-cepBepa B nosiBuBLLeeCH
none. YTtobbl yganuTb, OoguH M3 agpecoB, HaxmuTe KHOMKY Remove HanpoTvB nons agpeca, KOTOpbIv

HeobXoAnMO yaanuTb.
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Paspen Switch Ha Bknagke Network npegHasHayeH gnga ynpaeneHus Ethernet-noptamm poytepa (LAN un

WAN). Ha Puc. 5.27 npepncraeneH npumep HacTporkn NnopToB poyTepa R4.

[ns coxpaHeHWsi BbINOSIHEHHbLIX HACTPOEK UCMONb3YITe KHOMKY Save. MNpu nepexode Ha Apyrvie CTpaHuLbl

pasgernoB BCe BbIMOMHEHHbIE, HO HE COXPaHEHHbIe HacTPOWKM ByayT COpOLLEHbI!

Status

Local Network

Wired Internet

Mobile Interfaces

Maobile APN Profiles
Loopbacks

Wireless Network

Routes

Dynamic Routes (QUAGGA)

DNS Servers

Network VPN / Tunnels
Enable Speed Duplex
lan1 + auto v Full
lan2 r auto v Full
lan3 < auto v Full
lan4 - auto v Full
wan e auto v Full

Services

Puc. 5.27. Bknagka Network, pasgen Switch

Tabnuua 5.13. HacTpoliku mapLupyToB

Tools

Status

link:up speed:1000baseT full-duplex

link:down

link:down

link:down

link:down

Mone OnucaHue

Enable BkntoueHne/BbiknoveHre paboTbl nopTa

Speed Bi6op ckopocTn paboTel nopTa: Auto (Bbibop ckopoctu yctponctesom), 10, 100, 1000
Mbéurt/c

Duplex BbiGop pexxrma paboTbl nopTa:
e Full — nepegayva 1 npuem gaHHbIX OOHOBPEMEHHO;
¢ Half — nepegava v npvem AaHHbIX NO oyepeau.

Status MHdopmaums o paboTe Kaxgoro nopta
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5.3. Pasgen VPN/Tunnels

Moapo6Hyto MHbopMaLUIo O TYHHENSAX U X HAaCTOMKe MOXHO npountaTth B fokymeHTe «PYKOBOLOCTBO
MOJIb3OBATEIA HacTtpouka TyHHenen Ha poyTepax iRZ»

5.4. Paspgen «Services»

5.4.1. DHCP

Paspen DHCP Ha Bknagke Services npegHasHadeH ans ynpasneHus DHCP-cepesepom. Ha Puc. 5.28
npeactasneH npumep Hactpomnkn DHCP-cepeepa.
[nsa coxpaHeHUs1 BbINOMHEHHbLIX HACTPOEK MCnorb3yinTe KHoMKy Save. [pu nepexoae Ha apyrve cTpaHuubl

pa3fenoB BCe BbINOSHEHHbIE, HO He COXpaHEHHbIe HAacTPOVkM GyayT cOpoLleHbl!

Status Network VPN / Tunnels Services Tools
DHCP
Enable DHCP server
MAC Filter Local Interface
Firewall lan v
Port Forwarding Pool Start
100
VRRP
Pool Size
Time
150
SNMP
DynDNS .
! Static Leases
Crontabs
* Hostname MAC Address IP

Command over SMS

Puc. 5.28. Bknagka Services, pasgen DHCP

YT06bI BKtounTe DHCP-cepBep nocraebTe ranoyvky Hanpotus Enable DHCP Server v ykaxute HaCTPONKM

Ansi ero pabotbl (cM. Tabnuuy 5.14).
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Tabnuua 5.14. HacTtponku agpecos
Mone OnucaHue
Local Interface Bbi6op nHTepdelica Ha koTopoM 6yaet pabotats DHCP-cepeep: LAN, LAN1, Wi-Fi

(konnyecTBO NOPTOB Ha BbIOOP 3aBUCUT OT HACTPOEK NoKanbLHOW CeTU poyTepa U
HacTpoek Wi-Fi)

Pool Start Afpec, ¢ KOTOPOro Ha4yHeTCs AvanasoH pasgaBaemMblx agpecos. Hanpumep, ons
yKasaHusi guanasoHa ¢ agpeca 192.168.1.100 (rae, Hanpumep, 192.168.1.0 — agpec
ceTu, B KOTOpoW paboTaeT yCTPOMCTBO) 1 Bbille, HEO6XOAMMO yKasaTb 3HaYeHne
yetBepTon cekumm (100)

Pool Size Pa3wmep pasgaBaemoro agpecHoro npoctpaHcTea. Hanpumep, npu Pool Start = 100
Heobxoanmo pasaaTb agpeca ¢ 192.168.1.100 no 192.168.1.250 (150 agpecos), Toraa
Heobxoanmo ykasaTb 3HaveHue 150.

Static Leases — npuBs3ska IP-agpeca k onpefeneHHoMy ceTeBOMY YCTPOMCTBY

Hostname Wwms ycTponcTea (npon3BosibHO, Ha BbIGOp nonb3oBaTtens)
MAC Address MAC-agpec, no KOTopoMy UAeHTUULMPYETCS YCTPONCTBO U HasHavaeTcs |IP-agpec
IP IP-agpec, koTopbii HazHavaeTca npu naeHTudukauum MAC-agpeca

+

[obaeneHne HoBOro agpeca B nogpasaen Static Leases npoucxoguT no KHomke («nntocy») B nepBom

cton6ue Tabnuubl. A yaaneHve agpeca no KHorke ~ («MUHYC»), Takke B NepBoM cTonbLe, HO HanpoTMB CTPOKM

HeHy)xHoro agpeca. OnncaHus napameTpoB ykasaHbl B Tabnuue 5.14.

Static Leases

Hostname MAC address IP

- debian FF.FF:FF:FF:FF:FF 192.168.1.3

Puc. 5.29. YkasaHue IP-agpecoB Bpy4HytO
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5.4.2. MAC Filter

Pasgen MAC Filter Ha Bknagke Services npegHasHayeH AnNs YCTAHOBKU U HacTponku cunstpa no MAC-
appecam Tonbko Ans poytepos ¢ mogynem Wi-Fi. Ha Puc. 5.30 npeacrasneH npyMmep HacTponku unbTpa.
[nsi coxpaHeHus BbIMONHEHHbIX HACTPOEK UCMONb3ynTe KHOMKY Save. [Npu nepexoae Ha Apyrve CTpaHuLbl

pa3fenoB BCe BbINOHEHHbIE, HO He COXpaHEHHbIe HAacTPOVkM GyayT copoLleHbl!

Status Network VPN !/ Tunnels Services Tools

DHCP
m| Enable MAC Filter

MAC Filter Filter Mode

Eirewall @ Black list White list

Port Forwarding MAC list
VRRP
* Comment MAC
Time
- Notebook Acer 51 00:0c:35:1a:18:11
SNMP
DynDNS

Save
Crontabs

Puc. 5.30. Bknagka Services, pasgen MAC Filter

YTtobbl 3agenicTBoBaTh UbTp, NocTaBbTe ranoyky Hanpotus Enable MAC Filter. Janee Heobxogumo
6yaeT BbibpaTb NpMHLUMM, MO KOTOPOMY ByAeT paboTaTb hunbTpaums, BbiopaB 04HO U3 3HAYEHWI B nogpasaene
Filter Mode:

e Black List — agpeca, ykasaHHble B Tabnuue MAC List 6ygyT GnokMpoBaTbCsi, CO BCEMU OCTallbHbIMU
agpecamu pabota 6yaeT pa3peLleHa;
¢ White List — paboTta ¢ agpecamu, ykasaHHbiMK B Tabnuue MAC List 6yneT paspelueHa, Bce ocTanbHble

appeca b6yayT 6riokMpoBaThCs.

Hob6aeneHne HoBoro agpeca B Tabnuue MAC List npoucxoguT no kHomnke | * ' («Mfoc») B nepBom ctonbue

Tabnuubl. A yganeHue agpeca no KHorke («MuHyC»), Takke B nepBOM cTonbue, HO HanpOTUB CTPOKM
HeHyxHoro agpeca. MAC-agpec Heobxoaumo BnuceiBatb B norne MAC, a none Comment cnyxuTt gns

KOMMEeHTapueB.
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5.4.3. Firewall

Pasgen Firewall Ha Bknagke Services npegHasHaveH ANS HACTPOWKU MeXCeTeBOro akpaHa (danpsonna).
HacTpowiku pa3butel Ha nsatb noarpynn: Default Actions, Zones list, Allowed forwards, User Firewall Rules,
Firewall. Ha Puc. 5.31 npeacraeneH npuMmep cTaH4apTHOM HACTPONKM MEXCETEBOMO 3KpaHa.

[nsi coxpaHeHus BbIMOMHEHHbIX HACTPOEK UCMONb3YyNTe KHOMKY Save. [Npu nepexoae Ha Apyrve CTpaHuLbl

pa3fenoB BCe BbINOSHEHHbIE, HO HE COXpaHEHHbIe HAacTPOVkM GyayT copoLLeHbI!

Status Network VPN / Tunnels Services Tools

DHCP )
Default Actions

MAC Filter Zones list
User Firewall Rules
Port Forwarding Firewall

VRRP
Firewall Rules
Time
Allow-DHCP-Renew

SNMP wan —
Edit

DynDNS
UDP protocol ACCEPT ¥

Crontabs Allow-Ping
Command over SMS bl -
Serial Ports ICMP protocol ACCEPT '

Allow-IGMP

wan —

IGMP protocol ACCEPT

Puc. 5.31. Bknagka Services, pasgen Firewall

Default Actions
Mogrpynna Hactpoek Default Actions onpepensiet rnobanbHble yCTaHOBKM barpBona, KoTopble He
npuHagnexar KakuM-Nnbo KOHKPETHbIM  30HaM. Bbibop rnobanbHbIX YCTAHOBOK  OCYLLECTBSANETCS
COOTBETCTBEHHLIM BbIOOPOM B Heobxoaumom nore. Monen Tpu : Input — oTBeYaeT 3a 4eNCTBMSA Had BXOOSALLMM
TpadukoM gaHHbIX; Output — oTBEYaeT 3a ENCTBUSA Ha NCXOZALLMM TpadnKoM AaHHbIX; Forward — oTBevaeT
3a gencreua Hag npoxoaawmm yepes firewall TpadukoM AaHHbIX.

HacTpoiikn no ymonyaHuto gaHHOW Cekummn npeactaeneHsl Ha Puc. 5.32
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Input

REJECT

Zones List
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Output Forward

H ACCEPT B REJECT

Puc. 5.32 Bknagka Services, pasgen Firewall, HacTpoiiku Default Actions

Moprpynna HacTtpoek Zones List oTBevaeT 3a pas3bueHne Ha 30Hbl, B KOTOPbIX MOXHO OObLeauHsITb

UHTepdelicbl Mexay coGoi M HasHadyaTb npaBuna Ans BXOAALEro, UCXOAALLEro W nepeHanpaBrnsemMoro

Tpaduka. Bbibop HECKONbKUX MHTEPMENCOB B OAHON 30HE OCYLLECTBMSIETCA C MOMOLLLIO 3axkaTon knasuwm Ctrl.

JobGaeneHve npaswn

+

OCYLLIECTBMSAETCH MNOCPEACTBOM KHOMKU («nntoc»), a yganeHue — KHOMKOW

(«MunHycC»). HacTpoiiku 30H npeactasneHsl B Tabnuue 5.15.

Tabnuua 5.15. HacTtponku npasun ans 3oH

Mone OnucaHue

Zone Name Mms 30HbI (No ymonyanuio, Ase 30Hbl — LAN n WAN)

Interfaces Bbibop MHTepdelicoB poyTepa, koTopble ByayT BXOAWTb B 30HY

Input Beibop pevicteus ans Bxogsiero Tpaduka: Accept — npuHumate, Reject — OTKNOHATL,
Drop - ot6pacbiBaTtb, Notrack — He oTcnexuBaTb.

Output BobiGop gencteusi anst ucxopsiero Tpadgpmka: Accept — npuHumats, Reject — oTknoHsTh,
Drop - ot6pacbiBaTtb, Notrack — He oTcnexuBaTb.

Forward Beibop pevictBus ans nepeHanpasnsemoro Tpadvka: Accept — npuHumaTth, Reject —
OTKIMOHSATL, Drop — ot6packiBaTth, Notrack — He oTcnexuBaTb.

Masquerade BkrntoyeHne/BbIKNoYeHMEe MackMpoBKM Tpadmka, TO ecTb paboThl cnyx6bl NAT

ACCEPT ~
REJECT

DROP
MNOTRACK

Puc. 5.33. BapuaHT Bbibopa gencteuin ansa tpadumka

39

<>



i »
Wireless solutions
for M2M world

Zones list

Zone name Interfaces Input Output

-

- lan pppol2tp1 ACCEPT v ACCEPT

ovpn
wan

= wan IOOpbaCk - REJECT v ACCEPT
sim1
sim2
pppol2tp1

Puc. 5.34 Bknagka Services, pasgen Firewall, HacTpoikn Zones List

Allowed Forwards

Masquerade

Moarpynna HacTtpoek Allowed Forwards oTBeyaeT 3a KOHTPONb Tpaduka Mexay 30HaMu, KOoTopble

cosgatoTca B nogrpynne Zone List. MoxHO pa3pelunts nepeHanpasneHve Tpaduka OT 0gHOro nHTepdgenca K

Opyromy, ecnv pacnpegenuTb 3T UHTepdencol B pasnuyHblie 30Hbl. Hanpumep, B HacTponkax Ha Puc. 5.34 B

30HYy LAN BxogsT uHtepdericol LAN, a B 3oHy WAN — SIM1, SIM2. Mpasuno «LAN—WAN» o3HavaeT, 4yTo

Tpaduk ¢ nHTepdencos LAN (rokanbHble NopThl) paspeLleHo nepeHanpasnsaTh Ha MHTepdencol SIM-kapT. 310

npaBuro co3gaHo No yMon4aHuto, 1 ecrniv ero yopaTb, To nepedada Tpaduka oT flokanbHbIx nopTos B 30Hy WAN

CTaHeT HEBO3MO>KHOW.

+

[o6GaBneHve npaBun OCYLLECTBMSETCA NMOCPEACTBOM KHOMKM

(«MuHycy»). HacTpoiiku npaBun npeacrtasneHsl B Tabnuue 5.16.

Allowed forwards

Source Destination

— lan v wan

Puc. 5.35. Hactponku Allowed Forwards

Tabnuua 5.16. HacTponku npasun ansa HanpasneHun

(«nntocy), a yoaneHne — KHOMKOW

Mone OnucaHue

Source

Bibop nHTepdeiica, KOTOpbIA ByaeT ABNATLCA UCTOYHMKOM Tpaduka

Destination

Bi6op nHTepdeiica, KOTOpbI ByaeT NpUeMHUKOM Tpadmka
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User Firewall Rules
Moarpynna HacTtpoek User Firewall Rules npegHasHayeHa Ons BHECEHMS LIENOYeK npasun B dhopmaTte
iptables. Ha Puc. 5.36 npeacraeneH npumep HaCTPOMKU MpaBuna, NO3BOMANOLWEro OTKPbITb AOCTYN K web
nHTepgency poytepa co ctopoHel WAN 30HbI. [MpaBuna nuwyTca ¢ knaBmaTypbl B JIEBOE MOfe HaCTPOEK.
[laHHOe none MOXHO yBenuuMBaTb B pasmepax, NOTSHYB 3a HWKHUIA npaBbin yron nons. Cnpaea oT nons
HaCcTpoeK ecTb MHpopMaLMOHHas Tabnuyka ykazaHUsiM KOTOPOW crieayeT pyKOBOACTBOBATLCS MPU HanmcaHum

COBCTBEHHBbIX Leno4vyek npaBur.

User Firewall Rules

# This file is interpreted as shell script. Please use follow custom
# Put your custom iptables rules here, they will
# be executed with each firewall (re-)start.

# Internal uci firewall chains are flushed and recreated on reload, so

# put custom rules into the root chains e.g. INPUT or FORWARD or into Tt
the - out

# special user chains, e.g. input_wan_rule or postrouting_lan_rule.
iptables -A input_rule -j ACCEPT -p tcp —dport 80

Puc. 5.36 Bknagka Services, pasgen Firewall, HacTpowkun User Firewall Rules

Firewall

Moarpynna HacTpoek Firewall oTBeyaeT 3a co3gaHune npaBun 4ns MexceTeBoro akpaHa. lNpasuna 3agatoTcs
ONsl  CeTeBbIX MPOTOKOMOB M UWHTepdencoB. Hanpumep, yka3biBaeTCsi HanpaBrieHWe [OBWKEHWE 4epes
nHtepdencel — «wan(all:all) — (all:68)» (Bce agpeca v nopTbl OT 30HBEI WAN Ha Bce ocTanbHble agpeca ¢ nopTom
68), npotokon — UDP, u gewcteune — «Accepty» (NpuHumathb n obpabatbiBaTh).

+

[o6aBneHve NpaBun OCyLIECTBNSETCA NMOCPEACTBOM KHOMKM («nmioc»), a yaaneHne — KHOMKOW

(«MuHycC»). Ina pegakTMpoBaHus nNpaBun UCMonb3yeTcs kKHomka «Edity HanpoTMB COOTBETCTBYIOLLIEro Npasuna.

MN3meHeHne npuopuTeTa npaeui, TO €CTb MNMOJIoXKeHne B o4epenn BbINOJIHEHUA, rAe CHadana BbINONHAKTCA

«BEpXHWEe» npasuna, ocyLlecTBnAeTcs NocpencTBOM KHOMOK («BBEPX») U («BHU3Y).
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Firewall

Firewall rules

Allow-DHCP-Renew

wan -~
Edit

UDP protocol ACCEPT

Allow-Ping

wan -
Edit

ICMP protocol ACCEPT

Auto-OpenVPN-access

wan -~
Edit

UDP protocol ACCEPT

Auto-GRE-access

wan -
Edit

GRE protocol ACCEPT

Puc. 5.37. Hactponku Firewall

Mo ymonyaHuio poyTep Bce Bxogswme nogknoveHns ¢ WAN-uHTepdeicoB 6rokupyeT, No3ToMy B pasaene
yxe npucytcteyeT asa npasuna «Allow-DHCP-Renew» u «Allow-Ping». [lepBoe npasuno nossonset
nonyyatb poyTepy agpeca oT BHewHero DHCP-cepBepa, a BTOpoe NO3BONSAET MPOBEPATb poyTep Ha
OOCTYNHOCTb U3 BHELLIHEN CEeTU NOCPEACTBOM ping-3anpocoB.
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Mpu poGaBneHuyM HOBOro MNpaBuna WUNU pedakTUPOBaHWUKM YXe CYLLIEeCTBYIOLWIEro npasuna, HacTPOMKu

OTKpbIBaOTCA B HOBOM OKHe, cM. Puc. 5.38

Tabnuua 5.17. HacTpoku npaesun Ang MexceTeBoro akpaHa

Edit firewall rule: Allow-DHCP-Renew

Name

Allow-DHCP-Renew

Source

Zone P

wan ¥

Destination

Zone IP

Any v

Protocol

udp v

Port

Port

68

d|

Puc. 5.38. Pegaktuposanue npasuna Firewall

Mone OnucaHue

Name HasBaHue npasuna (Npoun3BonbHOE MMS1 Ha BbIOOP Nonb3oBaTtens)

Source Moapasgen, KOTopbI OTBEYAET 3@ HACTPOWKY MCTOYHUKa Tpaduka

Destination Moapasgen, KOTopbI OTBEYaET 3a HAaCTPOWKY NpuemMHuKa Tpadmka

Zone BbiGop 30HbI, Ans KoTopow co3aaetcst npaeuno. Any — niobas 3oHa

IP Beop onanasoHa IP-agpecoB, Ha koTopble GyaeT pacnpocTpaHsaTes npasuio. Agpeca
BBoAdATCA B dopmate «0.0.0.0/0», B koTopom, Hanpumep, «192.168.0.25/150» osHavaeT,
YTO MPaBUIO PacnpoOCTpaHAETCA Ha AnanasoH agpecoB oT 192.168.0.25 o
192.168.0.150. Ecnu 3HaveHune He ykasbiBaTb, TO NPABUIIO pacrnpocTpaHaeTcs Ha
ntobon agpec

Port BBopg nopTa, Ha KoTopbli ByaeT pacnpocTpaHaTbes npaBuno. Ecnn sHayeHne He
yKa3sblBaTb, TO NPaBWIIO pacnpocTpaHsaeTcs Ha nbor nopT

Protocol BbiGop npoTokona, Ha KOTOpLIN OyAeT pacnpoCTPaHsiTLCA NpaBuo

Target Beibop pevicteus ans Tpaduka: Accept — npuHumaTh, Reject — oTknoHsTb, Drop —

nogpasgene Zone List)

oTt6packiBaTh, Notrack — He oTcnexxumeaTs (nogpobHee cMm. B pasgene 5.4.3,

Nocne BbINONHEHUS HaCTp0I7IKI/I, YTOOBbI COXpPaHUTb BHECEHHbl€ NUSBMEHEHUA, HAXXMUTE KHOMKY Save Changes.

YT1o0bI 3aKpbITb OKHO be3 COXpaHeHuda N3MEHEHNIN, HAXXMUTE KHOMKY Close.
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5.4.4. Port Forwarding

Pasgen Port Forwarding Ha Bknagke Services npegHa3HaveH Ans HaCTPOKMKM Npobpoca NOPTOB CO CTOPOHBI

WAN-uHTepdeica Ha nokanbHble nopTel poyTtepa. Ha Puc. 5.39 npeacraeneH npyMmep HacCTPOMKM.

[o6GasneHve npasBun nNpobpoca OCyLLECTBSAETCA MOCPEOCTBOM KHOMKU

KHOMKOW | ~

+

(«MUHYCY).

(«nnocy), a yganeHune —

Ons COXpaHeHUA BbIMNOJTHEHHbLIX HAaCcTpoekK MCI'IOJ'Ib3yl71Te KHOMKY Save. an nepexone Ha gpyrue ctpaHuubl

pa3fenoB BCe BbINOSHEHHbIE, HO He COXpaHEHHbIe HAacTPoVku GyayT copoLLeHbl!

Protocol Src IP Src Port Dest IP Dest Port Comment

TCP v

UDP
TCP/UDP

Puc. 5.39. Bknagka Services, pasgen Port Forwarding

Tabnuua 5.18. HacTpoiku npasun npodpoca nopTos

Mone OnucaHue

Protocol BbiGop npoTokona, Ha KoTopkI OyaeT pacnpocTpaHnsaTecs npasuno: TCP, UDP,
TCP/UDP (06a npotokona) unu ALL (npegHasHaveH anst opraHusaumn DMZ 30HbI)

Src IP YkasbiBaeTcsi oauH IP agpec, ¢ koToporo 6yaeT paspeLleHo noaknioveHne K JaHHoOMY
nopTy. Ecnu orpaHnymeaTh AOCTYN K NOPTY HEOOXOAMMOCTM HET — MOCIe crieayet
OCTaBWTb MYCTbIM

Src Port MopT ncTouHKKa Tpadmka, KOTOPbIN «NPOCYLUMBAET» POYTEP Ha MOMbITKU YCTaHOBKM
CoeaIMHeHs

Dest Port MopT npuemHuka Tpadmka, Ha KOTopbIN poyTep ByaeT nepechbinaTb NakeTbl

Dest IP Beog IP-agpeca npuemHuka Tpaduka, Ha KOTopbI poyTep ByaeT nepeckbinaTte NakeTb

Comment Mone ans KOMMeHTapus
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5.4.5. VRRP

Pasgpen VRRP Ha Bknagke Services npegHasHadeH Ansa HacTpolku ceteBoro npoTtokona VRRP,
NPUMEHSIEMbIN 1151 yBENWUYEHUS AOCTYMHOCTU MapLUPYTM3aTOPOB, BbIMOHSIIOWMX POrb LUM03a MO0 YMOYaHMIo.
Mo cyTn, cosgaeTcs oguH BUPTYarbHbIA MapLupyTusaTop (poyTep) Ha 6a3e HecKomnbKkMx OU3NYECKUX POYTEPOB,
ONs KOTOPbIX HasHa4YaeTcs oaunH obwmn IP-agpec, cnonb3yeMblil, Kak L3 M0 YMOMYaHWUIO 41151 KOMMNbIOTEPOB
B ceTu. MpeumyLlecTBo BUpPTyanbHOro MapLupyTu3atopa B Gonblueii HageXXHOCTW yana, Befb eCcriv Of4uH U3
pOYyTEPOB BLIAET M3 CTPOS, y3en Ha 6a3e BMPTyanbHOrO MapLlpyTM3aTopa NpOAOMKUT pyHKLMOHMpoBaTb. Ha
Puc. 5.40 npeacraeneH npumep HacTporkn VRRP.

[nsa coxpaHeHUs1 BbINOMHEHHbLIX HACTPOEK MCnorb3yinTe KHoMKy Save. [pu nepexoae Ha apyrue cTpaHuubl

pa3fenoB BCe BbINOHEHHbIE, HO He COXpaHEHHble HAacTPOVku GyayT copoLLeHbl!

+< Enable VRRP

Interface Virtual MAC

lan v Do not set v
Virtual IP Address Check Interval (sec)

192.168.1.200 30
Virtual Server ID (1-255) Priority (1-255)

123 20

Puc. 5.40. Bknagka Services, pasgen VRRP

YTo6bl BkNountb VRRP, noctaBbTe ranouvky Hanpotue Enable VRRP v 3apgainte cooTBeTcTBYHOLWME

HacTpomnkm (cMm. Tabnuuy 5.19).

Tabnuua 5.19. HacTpoiku npaesun npodpoca nopTos

Mone OnucaHue

Interface Bbi6op nHTepdelica, Yepes koTopblin 6yaet pabotats VRRP. None — Hu4ero He
ncnonb3oBatb unn LAN — yepes lan nopTsl

Virtual IP Address IP-appec, koTopblii 6yaeT UCnornb3oBaThCA AJst BUPTYanbHOro MapLupyTmM3aTopa

Check Interval (sec) WHTepBan BpeMeHu B ceKyHaax, Yepes KoTopbi ByaeT npoBepsATbCst AOCTYMHOCTb
Master-mapLupyTtnsaTtopa

Router ID Lindpposon naeHtndmkaTop poytepa, 3HadeHue oT «1» o «255»

Priority MproputeT BUPTYanbHOro MapLLpyTM3aTopa, KOTOPbI OTNPaBSET NakeT, 3HaYeHme oT

«1» o «255». Yem Gonblue undpa, Tem Bbilwe npuoputet (255 — Master, 1-254 —
ocTanbHble mapLupyTusatopsl, 0 — Bbixoa Master-mapLupytusaTtopa us rpynnbl)
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5.4.6. Time

Pasgen Time Ha Bknagke Services npegHasHadeH Ans HAaCTPOMKM TeKyLlero BpeMeHUu Ha ycTpouctee. B

norne Time Source (MCTOYHMK Aa@HHbIX O BPEMEHU) NO3BONSAET BblIOpaTh CNOCOO YCTAHOBKN TEKYLLETO BPEMEHW:

e NTP — aBTOMaTM4ECKMIN PEXMM, B KOTOPOM YCTPOWUCTBO OyAET nonyyaTb AaHHbIE O TEKYLLEM BPEMEHU OT
BHelHux cepeepoB — NTP;

e Manual — yCTaHOBKa BpeMeHN B Py4YHOM peXnmMme, Ha OCHOBE AaHHbIX, BHECEHHbIX MNofib30oBaTENEM.

Ecnu B none Time Source BbiGpaH pexum Manual, To ansi HacTpolikM BpeMeHu HeobXoaMMO BHECTU
AaHHble B cooTBeTCTBYOWME nong: rod (none Year), Mmecsy (Month), geHb (Day), yac (Hour), muHyTa (Minute),
yacosoW nosic (Time Zone).

Ha Puc. 5.41 npeacraeneH npumep HaCTPOWKN BPEMEHMU B PYHHOM peXMME.

[na coxpaHeHUs BbIMNOMHEHHbIX HAaCTPOeK Mcnomnb3ynTe KHomky Save. [pu nepexoae Ha apyrmue cTpaHuub

pa3fenoB BCe BbINOSHEHHbIE, HO He COXpaHEHHble HAacTPoVku GyayT coOpoLLeHbl!

Time Source

Manual v

Year Month Day Hour Minute

2017 03 29 08 12

Time zone

GMT v

Puc. 5.41. HacTpoiika BpeMEHN B PYYHOM pexmme

Ecnu B none Time Source BbiopaH pexum NTP, To ans HacTpowku BpemeHu Heobxogumo ykasatb IP-
agpeca unv OMeHHble MMeHa Ansa AByX BHelwHMx NTP-cepBepoB, ¢ koTopbix 6yayT 6paTbCs AaHHbIE O TEKYLLEM
BpeMeHU: OCHOBHOW cepBep YkasbiBaeTcs Primary NTP Server, a BTopocTeneHHbl cepep — Secondary NTP
Server. o yMon4yaHuIo B 3TUX MONSAX YXKe YKkasdaHbl cepBepa BPpeMeEHU, UCNONb3yeMble B OnepauroHHON cucteme
OpenWRT no ymonyaHuio. JononHuTenbHO ykasbiBaeTcs YacoBas 30Ha B none Time Zone, ecnun poyTtep
HaxoauTcs B OTSIMYHOM 4acOBOM Mosice OT CepBEpPOB.

Tarke Ha Gase poyTepa MOXHO co3faTb cobcTBeHHbIi NTP-cepBep. [Ins aTOro Hactpowte napameTpbl
BpeMeHN 1 noctaebTe ranoyky HanpoTtus Enable NTP Server. B atom cnydae KnueHTbl NokanbHOW ceTu
poyTepa, 4ToObl Nony4aTh AaHHble O TEKYLLEM BPEMEHM OT 3TOr0 cepBepa, AOSMKHbI YKa3biBaTb B HACTPOMKaX
BpEeMEHW B MNore ¢ ykasaHMeM cepBepa agpeca 3Toro poyrepa.

Ha Puc. 5.42 npeacrasneH npumep HacTPOWKN BPEMEHM B aBTOMaTUYECKOM peXMME.
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Ons COXpaHeHUA BbIMNOJTHEHHbIX HAaCcTpoekK MCI'IOJ'Ib3yl71Te KHOMKY Save. an nepexone Ha gpyrue ctpaHuubl

pa3fenoB BCe BbINOSHEHHbIE, HO He COXpaHEHHbIe HAacTPOWkM GyayT copoLLeHbl!

Time Source

NTP v

Primary NTP server Secondary NTP server

0.openwrt.pool.ntp.org 1.openwrt.pool.ntp.org

Time zone

GMT v

Enable NTP server

Save

Puc. 5.42. Hactpoika BpeMeHn B aBTOMaTUYECKOM pexnve

5.4.7. SNMP
Pasgen SNMP Ha Bknagke Services npefHasHadeH AN HAacTPOWKM CUCTEMbI MOHUTOPUHIa poytepa no
npotokony SNMP. C nomoLubio SNMP MOXHO KOHTpONMpoBaTh (MPOBOAUTE MOHUTOPWHI) NOAKMHOYEHHbIE K CETU
ycTtponcTtea. Ha Puc. 5.43 n Puc. 5.44 npeacraeneHsl npumepbl HacTponkn SNMP ans gByx Bepcuin npoTokorna

—Vv2C N v3, COOTBETCTBEHHO.
[na coxpaHeHus BbINOMHEHHbLIX HACTPOEK UCMONb3ynTe KHOMKY Save. [Npu nepexoae Ha gpyrne cTpaHuubl

pa3fenoB BCe BbINOSHEHHbIE, HO He COXpaHEHHbIe HAacTPOVKM GyayT copoLleHbI!

Enable SNMP
Port SNMP Version Community
161 vZc v sftha
sysName sysContact sysLocation sysDescription
admin test ftmp test

Download IRZ-MIB

Download IRZ-MOBILE-MIB

Puc. 5.43. Bknagka Services, pasgen SNMP (v2c)
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YT06bI BKNIOUMTL SNMP, noctaebTe ranoyky Hanpotus Enable SNMP, a 3atem BBegMTe COOTBETCTBYIOLME

HacTponkm (cMm. Tabnuuy 5.20).

Ta6bnuua 5.20. Hactpornkun SNMP

Mone Bepcua | OnucaHue
Port v2c, v3 MopT, Yepes koTopbIi 6yaeT paboTtatb npoTtokon SNMP. Mo ymonyaHuo — «161»
SNMP Version v2c, v3 Bei6op Bepcum npotokona: v2c, v3
Community v2c, v3 «O6Lwas cTpoka», N0 KOTOPOW poyTep NPeAoCTaBsSET AaHHbIE Asi CUCTEMbI
MOHMWTOPWHra
sysName v2c, v3 Mms ycTpolicTBa (Ha BbIGop nonb3oBaTens), KoTopoe OyAeT ncrnonb3oBaTbcs s
naeHTUdUKaLMmM JaHHOro YCTPOMUCTBA B CUCTEME MOHUTOPUHTra
sysContact v2c, v3 KoHTakTHble AaHHble (Ha BbIOOp Nonb3oBaTensl) B BUAE 3NEKTPOHHOIO agpeca,
TenedoHa unu gpyroro Bnga
sysLocation v2c, v3 OnvcaHne MecTononoXeHns ycTporcTaa (Ha Bbibop nonb3oBaTens)
sysDescription v2c, v3 OnucaHue ycTpoicTea (Ha BbIOOp nonb3oBarens)
Username v3 Mmsa nonbsoBaTensa Ans asTopy3almmn npy KOHTpone poyTtepa no npotokony SNMP
Auth Passphrase v3 ®dpasa-naporb 4ns WudpoBaHMa aBTOpM3aLmMmn Npu KOHTPOre poyTtepa no
(SHA) npotokony SNMP, ucnonb3syercsa anroputm xawmposaHms SHA
Privacy v3 ®dpasa-naponb 4ns WwudpoBaHMa nepegaBaemMoro Tpaduka ot poytepa Kk cucteme
Passphrase MOHUTOpPWHra, Npu KOHTpone poyTtepa no npotokony SNMP, ucnoneayercs
(AES) anropvTtm wudposaHna AES
Security Level v3 BbiGop ypoBHS 3aLmnThl Npu paboTy E: yCcTponcTBOM no npotokony SNMP:
¢ Noauth — aBTOpU3aLmns Ha yCTPONCTBE He YCTaHOBNEHA;
e Auth — ycTaHoBNneHa aBTopM3aums;
e Priv — ycTaHoBneHa asTopusaums u WnpoBaHne AaHHbIX Npy nepegade no
NpOTOKONY.
4 Enable SNMP
Port SNMP Version Community
161 v3 v public
sysMame sysContact sysLocation sysDescription
iRZ Router admin@example.com office
Username Auth passphrase (SHA) Privacy passphrase (AES) Security level
noauth v

Download IRZ-MIB

Download IRZ-MOBILE-MIB

Puc. 5.44. Bknagka Services, pasgen SNMP (v3)

Mop HacTponikamu SNMP ecTb ABe ccbinkn anga ckaymsaHma MIB canos.
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Pasgpen DynDNS Ha Bknagke Services npepHasHadyeH ansi Hactpouku DynDNS, To ectb MeToga

aBTOMaTU4EeCKOro OOHOBIEHUS 3anucen DNS—cepBepa. [aHHbIn MeToAa npumMmeHdaeTca ana aBToMaTtun4ecKkoro

onpeaenexus IP-agpeca poyTepa no ero JOMeHHOMY UMeHMW, Korga poyTepy BbiaenseTca auHamudeckuin |P-

appec. Ha Puc. 5.45 npeacraeneH npumep HacTporikun DynDNS.

Ons COXpaHeHUA BbIMNOJTHEHHbIX HAaCcTpoekK MCI'IO.I'Ib3yl71Te KHOMKY Save. an nepexone Ha gpyrue ctpaHuubl

pa3fenoB BCe BbINOSHEHHbIE, HO HE COXpaHEHHbIe HAacTPOVku GyayT cOpoLLeHbI!

(1 Enable DynDNS client

Provider

custom

Get Address From

web

Username

asd

Update Interval (sec)

300

Force Update (use with caution)

Remote URL

URL For Requests

http://checkip.dyndns.com/

Password

Hostname

example.domain.com

http:/([USERNAME]:[PASSWORD]@provider.net/update_uri?hostname=[DOMAIN]&myip=[IP]

Puc. 5.45. Bknagka Services, pasgen DynDNS

Ytobbl BKMOUMTL DynDNS,

COOTBETCTBYHOLUME NapaMeTpbl (CM. Tabnuuy 5.21).

nocrtaesbTe ranoyvky Hanpotus Enable DynDNS client n HacTtpouTe
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Tabnuua 5.21. Hactporikn DynDNS
Mone OnucaHue
Provider Beibop npoangepa ycnyru auHamuyeckoro DNS (cm. Puc. 5.46). B poyTepax iRZ

NpeayCcTaHOBMNEHbI OCHOBHbIE HACTPOWKU [AMsi HECKOMbKMX PacrnpoCTpaHeHHbIX
nposaiaepos.. [l HacTpoiikn cob6CTBEHHOrO cepBepa, BbibepuTe Custom 1 nponuiunTe
Heob6XoaAMMble HACTPOWKM

Get Address From [aHHas HacTporika oTBeYaeT 3a onpegerneHue Ballero aguHamudeckoro IP agpeca. MNpwn
Bblbope WEB poyTep Gyaet nonyyatb 311 AaHHble Yepe3 URL, ykasaHHble B none URL
For Requests. Npu Bbioope Network — B none Network Interface Heobxogumo 6ynet
ykasaTb MHTepdelic poyTepa, agpec kotoporo byaet nepeaasaTtbest cepsmucy DynDNS

URL For Requests YkasbiBaetcst URL cepsuca onpenenerus IP agpeca

Username Vma nonb3oBartens ans asropmsauun Ha cepeepe DynDNS

Password Maponb ans asTopusaunm Ha cepsepe DynDNS

Hostname VMg xocTa, NpyCBOEHHbIN Ballen y4eTHOW 3anucu B cepsuce dyndns

Update Interval (sec) MHTepBan B cekyHaax, Yepes KoTopblii 6yaet o6HOBNATLCA MHopMaLmMs Ha cepBepa
Force Update Bkntoyaet unu otknrovaeT 06HOBNEHNE AaHHbIX Ha cepBuce B cnyyae ecnu [P agpec

poyTepa He MeHsieTcs

Remote URL Crtpoka URL-agpeca ¢ napametpamu nogknoyeHms k cepsepy DynDNS

B none Provider ykasbiBaeTca nposanaep ycnyru auHammyeckoro DNS. B poyTepax iRZ eCcTb BO3MOXHOCTb
NCMonb3oBaTb CBOW COOCTBEHHBIN CcepBUC AMHamuyeckoro DNS unu Heckonbko npedycTaHOBIEHHbIX
pacnpocTpaHeHHbIX cepsuca, cMm. Puc. 5.46

Provider

| custom v
dyndns.com
no-ip.com
freedns.afraid.org
zoneedit.com

P ma_ N_a_ s __NH___n

Puc. 5.46. Cepsepa DNS
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5.4.9. Crontabs

Pasgen Crontabs Ha Bknagke Services npegHasHa4yeH st HACTPOWKKN BbINOMHEHWS KOMaHA, MO pacrnmncaHuio.

[nsa aToro AocrtaTodHo f06aBUTL MHCTPYKLMIO, YKa3aTb BpeEMS U camy KomaHay.

[oGaBneHve MHCTPYKLUM OCYLLECTBNSAETCA NOCPEACTBOM KHOMKN | * | («MMOCY), @ yaaneHne — KHOMKOWM
(«MuHycy»). OTMeTka B cTonbue Enable no3sonseT Bkntoyatb, UNn OTKMHOYATb BbINOSIHEHWE UHCTPYKLUK 6e3 ee
yaaneHus. Bpems ykasbiBaetcs B nonsx: Minute (MuHyTa, oT «O» o «59»), Hour (4ac, ot «O» go «23»), Day
(oeHb, oT «1» go «31»), Month (mecau, ot «1» go «12»), Weekday (aeHb Hegenun, oT «O» Oo «7», roe
BOCKpeceHne — aTo nnbo «0», nnbo «7»), a cama komaHaa ykasbiBaetcs B norie Command. Ha Puc. 5.47
npeacTaBneH NpUMep nonsa Ans 3anonHeHusi. B nonsx BpeMeHn MOXHO ykasaTb 3HaK «*», KOTOPbIA O3Ha4vaeT
BECb JMana3oH 3Ha4YeHWi JaHHOro nons.

[na coxpaHeHUs BbIMNOMHEHHbIX HAaCTPOeK Mcnonb3ynTe KHomky Save. [Npu nepexoge Ha apyrve cTpaHuub

pa3fenoB BCe BbINOSHEHHbIE, HO He COXpaHEHHbIe HAacTPOVKM GyayT cOpoLLeHbl!

* Enable Minute Hour Day Month Weekday Command

- v 1 ) ) ) ) reboot

Puc. 5.47. Bknagka Services, pasgen Crontabs

5.4.10. Command over SMS

Pasgen Command over SMS Ha Bknagke Services npegHasHayeH Afis1 HACTPOMKU BbINOMHEHWUST KOMaHA
ynpaeneHust poytepoM 4epe3d SMS-cooblieHus. [Ons 3aToro goctaToyHo [06aBWMTb WHCTPYKLMIO, YKasaTb
KOMaHgy, npuaymaTb W ykasaTb Afs KOMaHAbl KMOYEBOE CIOBO, W, MPU KenaHWM OrpaHuMvuTb AOCTYN K

ynpaBreHunio poyTepoM, HoMep (Mni Homepa) MoBUIbHOTO TenedoHa, C KOTOPOro OHa MOXET BbITb OTNpaBneHa.

[obGaBneHne MHCTPYKLUM OCYLLECTBNSAETCA NOCPEACTBOM KHOMKN | * | («MMHOCY), @ yaaneHne — KHOMKOWM
(«muHyc»). OTmeTka B ctonbue Enable no3sonseT Bkntoyatb, MU OTKMIOYATL BbINOMIHEHWE UHCTPYKUUK 6e3 ee
yaaneHus. KomaHga, kotopas OygeTt BbINONHATHCA ykasbiBaeTcs B norne Command. B kayectBe KOMaHAbl
MOXXHO MCMONb30BaTb CaMOMUCHBIA CKPUNT, PacrnofiOKEHHbIN B 3HEProHe3aBMCUMOM NamsaTu poyTtepa. Ons
TaKUX CKPUNTOB OTBEAEH OTAENbHbIA pa3fen B hannoson cucteme poytepa — /opt. CKpunT MOXXHO NOMECTUTb
B pasaen 4Yepes KOHCosb poyTepa unu no npoTtokony SCP. CkpunTbl MOryT ObITb HanucaHbl Ha si3blke Python
BEpCcUM 2.7 unm Ha s3blke KoMmaHgHoro nHtepnpetartopa (shell). 4nga ckpyntos 1 koMaHg HeobxoaAMMO ykasbiBaTb
WX NOSTHBIN NyTb, KaK 3TO caenaHo Ha Puc. 5.48

B none Message yka3blBaeTcs kntodeBasi opasa, koTopas 6yaeT cogepxaTtbcsi B SMS-coobuieHnn ons

BbINOMHEHUs koMaHabl M3 nons Command. 31o caenaHo ansa yaobcTea, YTobbl He HabupaTtb Ha TenedoHe
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HacTOSILLYID ONMMHHYKD KOMaHdy, BMECTO 3TOr0 MOXHO OTNpaBnsATb KOPOTKME KoyeBble dpasbl.
CooTBETCTBEHHO, KItoueBble hpasbl NpuMayMbIBaET Nofb3oBaTterb Ha COOCTBEHHOE YCMOTPEHME.

B none B cton6ue From ykasbiBaeTcs TenedOHHbI HOMep (eCnv HOMEPOB HECKOSBbKO, OHM pa3aensTcs
npobenamun) B MexgyHapogHom chopmate (Hanpumep, Ana YkpauHel ato «+380[kog onepaTopa][Homep]»),
KOTOPOro MOXHO BLINOMHATL kKoMaHay u3 nonss Command. Ecnn gaHHoOe none octaBuTb MyCThIM, TO KOMaHAa
npv NpaBUMbHOM KIOYEBOM crnoBe ByaeT BbINONHATbLCA no SMS, npuwepwent ¢ noboro Homepa. Ha Puc.
5.48 npencrtaeneH npumep nonen gnsi 3anosiHeHus.

[Ina coxpaHeHus BbINOSIHEHHbLIX HACTPOEK UCMONb3ynTe KHOMKy Save. [Npu nepexoage Ha gpyrne cTpaHuubl
pasgenoB BCE BbINOSIHEHHLIE, HO HE COXPaHEHHbIE HACTPOKKN ByayT copoLueHbi!

Ecnn kpaTko onucaTtb nNpuvBeAEHHble Bbille Larn, TO AN BbINOSIHEHWUS KOMaHAbl, noryvyeHHon no SMS
HeobxoaMMo:

1. 3angwute B pasgen Services — Command over SMS Ha poyTepe, rae AomXkHa BbINOMHUTLCA KOMaHAa;

2. Cosgaite MHCTPYKUMIO (None AOoMmKHO BbiTb akTUBHO), B KOTopoi B nore Command ykaxute komaHay,
B norne Message ykaxuTe nNpuaymaHHyl KrYeBYlO dpasy (Npy KemnaHuu orpaHuyMTb OOCTyn K
yrnpaBneHno poyTEPOM, YKaXKUTe HoMep MobunbHoro TenedoHa B none From, ¢ koToporo MoxeT ObiTb
oTnpaBneHa KomaHaa);

3. CoxpaHuTe HacTpPOWKK, HaxkaB Ha KHOMKY Save, BHU3Y CTpaHULibl;

4. OtnpaBbTe Ha TenedoHHbIn Homep SIM-kapTbl poyTepa SMS-cooblleHne, coaepxallee Kro4veByto
dppa3y 13 nona Message (ecnv none From 3anonHeHo, To cooblieHne HeobxoamMmo OTnpaensiTe OT
HOMepa, KOTOpbIN TaM yKkasaH);

5. Ecnu Bce Lwaru BbINofHeHbl BEPHO, Ha poyTepe BbIMNONHUTLCA komaHaa 13 nons Command, Toli CTpoKK,

B KOTOPOW KrtoueBble dpasbl 13 nonst Message n SMS-coo0LieHns coenagator.

Enable Message Command From
- reboot Isbinireboot
- 0-9]\ hello Ibinffalse +79211002234 +7921100223:

Puc. 5.48. Bknagka Services, pasgen Commands over SMS
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5.4.11. Serial Ports

Paspnen Serial Ports Ha Bknagke Services npegHasHayeH Ans HacTpowviku paboTbl poyTepa ¢ noptamm RS232
n RS485.

B poyTepax iRZ pabota no crangapty RS232/RS485 ocyuiectensieTcss criegylowmm obpasom: npuHsiB
AaHHble, poyTep MHKaNCcynupyeT NonyyYeHHble AaHHble B IP-nakeT, 1 B COOTBETCTBUM C HACTPONKaMK, OTCbinaeT
X Ha ypdaneHHbln xocT. U HaobopoT, nonyuuB IP-nakeT, Ha ykasaHHbIA B HacTpoOWKax MNOPT, poyTep

pacnakoBbiBaeT IP-nakeT n nepegaet ero Ha nogknto4eHHoe yCTpOVICTBO.

Ons COXpaHeHUA BbIMNOJTHEHHbIX HAaCTpoekK MCI'IOJ'Ib3yl71Te KHOMKY Save. an nepexone Ha gpyrne ctpaHuubl

pa3fenoB BCe BbINOSHEHHbIE, HO He COXpaHEHHbIe HAacTPOVku GyayT cOpoLLeHbl!

Status Network VPN / Tunnels Services Tools

DHCP
rs232 Edit
/devityso

MAC Filter

Firewall
rs485 Edit
/devfityS1

Port Forwarding
VRRP

SNMP
DynDNS
Crontabs

Command over SMS

PoyTep MOXHO HacCTpOuUTb Ha cneayrolme pexxmmbl pa6OTbIZ

Puc. 5.49. Bknagka Services, pasgen Serial Ports

e Server — poyTep XAET BXOASALLEro NOAKMOYEHNS Ha yKa3aHHbIN NopT, YCTaHaBNMBaETCA COeANHEHUS U
HauynHaeTca nepefaya AaHHbIX;

¢ Client — poyTep ycrtaHaBnvMBaeT coeauHeHue no ykasaHHomy IP-agpecy n nopTy, 1 HaunHaeT nepegady
OaHHbIX.

e Server Modbus TCP to RTU (ansa cepun R2 n R4) — poyTtep BbINoNHAET yHKUMIO Npeobpa3oBaHus
NpoMbILLeHHbIX npoTokonoB Modbus RTU B npoTtokon Modbus TCP 1 o6paTtHo, To eCTb BbICTyNaeT B ponu

Lwino3a, obecneyrBas NPo3paydHbIi KaHas nepeaadun gaHHbIX Mexay YCTPONCTBamu.

YT06bI BKMIOYMTE NOPT, HAXMUTE HanpoTue Hero Edit, noctasbTe ranoyky Enable Port via TCP 1

yKaXkuTe HacTpoviku Ans ero pabotbl (cm. Tabnuua 5.22).
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Port Settings: rs232

Enable Port via TCP

Network Mode Port
Server v 10000
Baudrate Data Bits Parity Stop Bits
9600 v 8 v none v 1 v
Banner
Accumulation Attempts Accumulation Interval (ms)
3 100

Peer Timeout (sec)

60

Close Apply Changes

Puc. 5.50 Bknagka Services, pasgen Serial Ports, npumep HacTpoek nopta RS232

Tabnuua 5.22. Hactpowiku Port via TCP (C — knueHT, S — cepep, M — server Modbus TCP to RTU)

Mone Pexum | OnucaHue

Network Mode C,S,M Pexxum paboTbl nopTa: C — knueHT, S — cepBep, M — server Modbus TCP to RTU

Port C,S,M MopT, Yepes KoTopbI ByAeT OCyLEeCTBNATLCSA Nepeaada AaHHbIX

Remote Host C IP-appec cepBepa, kK KoTopoMy BGyaeT noAkntoYaTbCsl YCTPOUCTBO AN nepeaayn
AaHHbIX

Baudrate C,S,M CkopocTb nepefaydn AaHHbIX Yepes nopt, 604

Data Bits C,S,M Konnyectso 6ut 6r1oka, ncnonb3yembix Npu nepegaye AaHHbIX: 7, 8

Parity C,S,M Pexum KoHTponsa YyeTHOCTM BUT B nepenaBaeMbix 6nokax: None — 6e3 nposepky,
0Odd — npoBepka Ha HeveTHOCTb, Even — npoBepka Ha YETHOCTb

Stop Bits C,S,M KonnyecTtBo cton-6ut 6noka, ncnonb3yemble Ans onpegerneHns koHua 6rnoka: 1, 2

Banner C,S Coob6LueHune (Ha Bblbop nonb3oBatens), kotopoe byaet oTobpaxaTscs npu paboTe
C nopTom

Accumulation C,S KonunyectBo MHTEpBanoB oXxuaaHusl, Nocre KOTopbIX HakoMseHHbIe AaHHble OyayT

Attempts OTnpaBneHbl

Accumulation C,S Bpems nHTepBana oxugaHus, B MC, NpU NONyYeHUU OaHHbIX

Interval (ms)

Peer Timeout C, S Bpemsa oxmaaHusa oTBeTa OT yAarneHHoro yana, B CekyHaax, npu ycTaHoBKe

(sec) COEeAVHEHNs Ny nepen oTNpPaBKOM JAaHHbLIX

Reconnect Delay C Bpems 3apgepxku nocrne Heyaa4YHOM NOMbITKA NOAKIIOYEHNS K CepBepy, B CeKyHAaXx,

(sec)

nocre KoToporo GyZeT coBepLUeHa eLle oaHa NomnbiTka NoAKIYeHUs! K cepBepy
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O pa6oTte RS232/RS485 Server Modbus TCP to RTU

MpoTokon Modbus TCP npegHasHadveH gnsi paboTel B ceTu Ethernet. Mpotokon Modbus RTU ncnonb3syet
nocnegosaternbHble HTepdencel (RS-232, RS-485) un nmeet pexxum nepegaydn: RTU.

Korga poyTep nony4aet 3anpoc Modbus TCP, oH npeobpa3syeT naketT B Modbus RTU u nockinaet ero no
nocnegosaTtenbHOMY UHTepdelicy. Korga poytep nonyyaet oTBeT oT ycTporictBa Modbus RTU, oH npeobpa3syeT
ero B nakeT Modbus TCP u otnpaenset naket no Ethernet.

Mpn B3aumopencTemum ogHo yctponctBo Modbus Bceraa sensdetca segywum (Master), a BTopoe —
BegoMbiM (Slave). Modbus Master Bcerga oTnpaBnsieT 3anpoc, MHULMMPYst OOMeH OaHHbIMK, a YCTPOMCTBO
Modbus Slave otnpaenset oTBeT. [1pn 9TOM poyTep He BbICTYNaeT HX B pore BeayLLero, HA B posie Be4OMOro.
OH npocto nepenaét AaHHble. Ponv Begywlero u BeAOMOrO BbIMOMHSAIOT HENOCPEeACTBEHHO OKOHEYHble

yCTponcTea
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5.5. Paspgen «Tools»

5.5.1. Access

Paspen Access Ha Bknagke Tools npegHasHayeH ons HacTPOMKM AocTyna ynpasneHus poytepoM. Beero
OOCTYMNHbI TPU BapuaHTa MofyYuTb OOCTYn K poyTepy. [nsi STOrO HY)XHO MOCTaBWUTb rarouvky HanpoTuB

COOTBETCTBYIOLLErNo NYHKTa N B HWXXHEM NnoJie BBECTU NOPT (M3Ha‘-IaJ'IbHO YKa3aHbl 3Ha4eHud no ymonanwo):

Enable HTTP server — gocTyn k poytepy 4Yepe3 Beb-uHTepdelic;

Enable HTTPS server — gocTtyn k poyTepy 4epe3 Beb-uHTepdelic ¢ 3awmTon Yepes cepTudmkar;

Enable Telnet server — goctyn Kk poytepy no npotokony telnet;

Enable SSH server — goctyn k poytepy no npotokony SSH.

YUTtobbl BKNIOYMTL aBTOpM3aLMIO Ha YCTpolcTBe Yepe3 cepsep aptopm3auum TACACS+ (tonbko ans
poyTepoB cepumn R4), noctaBbTe ranodky Hanpotus Enable TACACS+ for SSH.

Ha Puc. 5.51 npeacraBneH npumep HaCTPOMKM A4OCTyNa K YCTPOUCTBY.

YTtobbl nogkntovaTbcs kK web MHTepdoency poyTepa vepes 3aluiLéHHbIi npoTokon HTTPS, Heobxoanmo
cBoM cepTudmMKaTbl M YacTHbIM KoY 3arpy3uTe Ha poytep B nonsx CA Certificate 1 Private Key
COOTBETCTBEHHO.

[na coxpaHeHUs BbINOMHEHHbIX HAaCTPOeK Mcnomnb3ynTe KHomky Save. [Npu nepexoae Ha apyrue cTpaHuubl

pa3fenoB BCe BbINOSHEHHbIE, HO He COXpaHEHHbIe HAacTPOVku GyayT cOpoLLeHbl!

Status Network VPN / Tunnels Services Tools
Access
EN ..
iRZ Link Client
< Enable HTTP
IRZ ZTP Client
80
Change Password
# Enable HTTPS CA Certificate Private Key
Unit Name
B E
Send SMS
Ping
Terminal
System Log
# Enable Telnet
GPIO
23
Wi-Fi Clients
DHCP Leases ¢ Enable SSH
Reboot 22
Management Enable TACACS* for SSH server

Puc. 5.51. Bknagka Tools, pasgen Access
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5.5.2. iRZ Link Client

Paspgen iRZ Link Clinet Ha Bknaake Tools npeaHasHaveH Ans HAaCTPOMKU NOLKNHOYEHUS poyTepa K CUCTEME

ynpaeneHus Link.

4 Enable Zelda (iRZ Link client)

Server Port
link.irz.net 11000

Force Update Information (sec.) Keepalive Interval (sec.)
60 30

#| Use Encryption

Cipher Key (AES256)

Puc. 5.52 Bknagka Tools, pasgen iRZ Link Clinet

OTtmeTka B cTpoke Enable nossonder BknoYaTb, WMNM OTKMOYATb JaHHYy ocHacTky. [lone Server
HeobGXxoAMMO ANS yKkazaHus agpeca Unu AoMeHHoro umeHmn cepeepa Link. B none Port yka3sbiBaeTcs nopT Yepes
KOTOphLIN paboTaeT cepBep AaHHOro cepeuca. B none Force Update Information (sec.) ykasbiBaeTcsi Bpemsi
Yyepes koTopoe Oyaet obHoBneHa MHopMauus o poyTepe Ha cepBepe, a B none Keepalive Interval (sec.) -
BpeMsi Yepes KOTopoe poyTep OyaeT oTnpaenaTb MHOPMAaLMI0 HA CEPBEP YTO OH Ha CBA3MW.

MocTtaBmB ranodky B none Use Encryption mMoxHO 3awmdpoBaTb OaHHble NepeaBaeMble MeXay
poyTepom 1 cepBepoM. [ins atoro Heobxoaumo 6yaeT B none Cipher Key (AES256) ykasaTb Krtod LWndpoBaHus,
creHepupoBaHHbIn o anroputmy AES 256.

[nsi coxpaHeHus BbIMOMHEHHbIX HACTPOEK UCMONb3ynTe KHOMKY Save. [Npu nepexoae Ha Apyrve CTpaHuLbl

pa3fenoB BCe BbINOHEHHbIE, HO He COXpaHEHHbIe HAacTPOVku GyayT cOpoLLeHbl!
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5.5.3. iRZ ZTP Client

[aHHbI pa3gen npegHasHaveH Anst HacTpowku paboTbl poytepa ¢ iRZ SD-WAN. Bonee nogpobHyto
NMHopMaLUo MOXHO npouynTaTth B AokyMeHTe «PYKOBOACTBO NOJIb3OBATE/A iRZ SD-WAN»

5.5.4. Change Password

Paspgen Change Password Ha Bknagke Tools npegHasHayeH Onsi M3MEHEeHWsA napons ans gocrtyna K
ycTporncTBy. MNMapornb MeHsieTcs Kak ansi goctyna no Beb-nHTepdency, Tak u no Telnet n SSH.

Onsi nameHeHus napons:
Beeaute ctapblii naponb gocTyna K yctponcTay B none Old Password,;
BeeguTe HOBbIN Napons B norie New Password,;

BeeauTe HOBbIM Naporb ewe pa3 B none Confirm Password,;

I e

Haxxmute KHOMKY Save, BHM3Y CTpaHWUUbI.

Ha Pwuc. 5.53. Bknagka Tools, pasgen Change Password npeactasneH npMMmep nonen ns 3anofHeHus.

Status Network VPN / Tunnels Services Tools
Access 0Old Password
iRZ Link Client
IRZ ZTP Client New Password

Change Password

Unit Name Confirm Password

Send SMS

e [ eon |
System Log

GPIO

Wi-Fi Clients

DHCP Leases

Reboot

Puc. 5.53. Bknagka Tools, pazgen Change Password
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Pasgen Unit Name Ha Bknagke Tools npegHasHayeH Ans M3MEHEHMSs Ha3BaHWs YCTPOMCTBA, KOTOpoe

oTobpaxaeTcs B BeG-nHTEpdEelce.
[nsa ycTaHOBKN NN U3MEHEHUS! Ha3BaHUs:
1. Bseaute HoBoe Ha3BaHue B none Unit Name;

2. HaxmuTe kHOMKy Save, BHU3Y CTpaHULibI.

Ha Puc. 5.54 npencraBsneH npumep nonen nsa 3anonHeHns.

Status Network VPN / Tunnels
Access Host Name
iRZ Link Client iRZ-Router
IRZ ZTP Client Unit Name (Description)

Change Password
E N
Send SMS
Ping
System Log
GPIO
Wi-Fi Clients
DHCP Leases

Reboot

Services Tools

Puc. 5.54. Bknagka Tools, pazgen Unit Name
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5.5.6. Send SMS

Paznen Send SMS Ha Bknagke Tools npegHasHayeH ans otnpaskn SMS-coobLUeHUs Ha yKasaHHbIA HOMEP.
SMS-coob6LeHne oTnpaBnsieTcst Yepes akTuBHY SIM-kapTy, koTopas UCMONb3yeTcs B poyTepe.

IOnsa oTnpaBku cooblieHus (B poyTepe OormkHa ObiTb ycTaHoBneHa SIM-kapTa C akTMBHOW YCNyron, u
HeobGxoanMbIM GanaHCcoM CPeACTB, a CaMO YCTPOMCTBO OOJIKHO HaxogouTbCsi B 30HE MOKPbITUS onepaTtopa,
npepoctasumsLuero SIM-kapTy):

1. Beeaute HoMep MOGUNbHOIO TenedoHa B MexayHapoaHoMm dopmate (ana YkpauHel aTo «+380[kog

onepaTopa][Homep]») B none Recipient Phone Number;

2. BeepuTe coobuieHve B none Message;

3. HaxmuTe kHonky Send, BHU3Y CTpaHuLbI.

Ha Puc. 5.55 npencraBsneH npumep nonen onsa 3anonHeHns.

Status Network VPN / Tunnels Services Tools

Acoess Recipient Phone Number
iRZ Link Client
iRZ ZTP Client Message

Change Password
Unit Name
EEN ’
System Log
GFIO
Wi-Fi Clients
DHCP Leases

Reboot

Puc. 5.55. Bknagka Tools, pasgen Send SMS
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5.5.7. Ping

Pasnen Ping Ha Bknaake Tools npegHasHaveH Ans NPOBEPKM COeanHEHNs C YaaneHHbIM Y3rOoM C MOMOLLIbIO

yTUNuTHI ping.

YT10o6bl NPOBEPUTL COEANHEHME:

1.
2.
3.
4

BeeauTte IP-agpec yganeHHoro yana B none Host;

Beeaute konnyectso ICMP-nakeToB, KOTOpbIE HYXXHO OTNPaBUTbL Npu Npoeepke B none Count;
Ykaxute pasvep ICMP-naketa B none Datagram Size;

Haxmute kHonky Ping, BHW3y CTpaHuWUbl, U B [MaBHOM OKHE MOCEPEeAMHE 3KpaHa MosiBUTCHA pesynbTaTt

MPOBEPKM.

Ha Puc. 5.56 npencraBneH npumep nonen onsa 3anonHeHns.

Status Network VPN | Tunnels Services Tools

Access Host Count Datagram Size
iRZ Link Client 192.168.2.1 4 56
IRZZTP Client PING 192.168.2.1 (192.168.2.1): 56 data bytes

64 bytes from 192.168.2.1: seq=0 ttl=64 time=0.392 ms
Change Password 64 bytes from 192.168.2.1: seq=1 t1=64 time=0.205 ms

64 bytes from 192.168.2.1: seq=2 t1=64 time=0.346 ms
Unit Name 64 bytes from 192.168.2.1: seq=3 tI=64 time=0.300 ms
Send SMS --192.168.2.1 ping statistics —

4 packets transmitted, 4 packets received, 0% packet loss

_ round-trip min/avg/max = 0.205/0.310/0.392 ms
A

System Log
GPIO Ping
Wi-Fi Clients

DHCP Leases

Reboot

Puc. 5.56. Bknagka Tools, pasgen Ping
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Pazgen System Log Ha Bknagke Tools npeaHasHayeH ans paboTbl C CUCTEMHBLIM >KYpHArom yCTPOMCTBaA.

[laHHble U3 CUCTEMHOTO XXypHara yCTpoMCTBa MOXHO NepeckinaThb no npotokony Syslog Ha yaaneHHbI agpec,

ana 3Toro:

1. MocTaBbTe ranovky Hanpotus Enable Remote Logging;

. Ykaxute yaaneHHoin IP-agpec B none Remote Address, a nopt B nosie Remote Port;

. BbiGepuTe B none Protocol npoTokor, no koTopoMy 6yayT nepecbinarsca AaHHble;

2
3
4. B none Log Prefix MoxHO ykasaTb npedukc, KoTopblii ByaeT 0o6aBnATLCA K 3anucam;
5

. Haxwmwute kHonky Save, BHU3y Grioka.

Status

Access

iRZ Link Client
IRZ ZTP Client
Change Password
Unit Name

Send SMS

Ping

System Log

GPIO

Wi-Fi Clients
DHCP Leases
Reboot

Management

Network VPN / Tunnels Services
Enable remote logging
Remote Address Remote Port Protocol Log Prefix

514 udp b

Wed Jul 18 15:36:13 2018 user.notice web-access: GET /www/apirs232 - 192.168.2.150:56886

Wed Jul 18 15:36:16 2018 user.notice web-access: GET /www/api/rs485 - 192.168.2.150:56886

Wed Jul 18 15:36:17 2018 user.notice ddns-update: 'main' 'example.domain.com' update failed [94.19.156.130]
Wed Jul 18 15:36:18 2018 user.notice web-access: GET /www/apirs232 - 192.168.2.150:56886

Wed Jul 18 15:36:19 2018 user.notice web-access: GET /www/api/rs485 - 192.168.2.150:56886

Wed Jul 18 15:36:21 2018 user.notice web-access: GET /www/api/rs232 - 192.168.2.150:56886

Wed Jul 18 15:36:24 2018 user.notice web-access: GET /www/api/rs485 - 192.168.2.150:56886

Wed Jul 18 15:36:26 2018 user.notice web-access: GET /www/api/rs232 - 192.168.2.150:56886

Wed Jul 18 15:36:29 2018 user.notice web-access: GET /www/api/rs485 - 192.168.2.150:56886

Wed Jul 18 15:36:43 2018 user.notice web-access: GET /www/api/rs232 - 192.168.2.150:56886

Wed Jul 18 15:41:19 2018 user.notice ddns-update: 'main' 'example.domain.com’ update failed [94.19.156.130]
Wed Jul 18 15:42:03 2018 user.notice web-access: GET /www/api/access - 192.168.2.150:57850

Wed Jul 18 15:46:20 2018 user.notice ddns-update: ‘main’ 'example.domain.com’ update failed [94.19.156.130]
Wed Jul 18 15:46:26 2018 user.notice web-access: GET /www/api/zelda - 192.168.2.150:58610

Wed Jul 18 15:51:22 2018 user.notice ddns-update: ‘'main’ 'example.domain.com’ update failed [94.19.156.130]
Wed Jul 18 15:55:05 2018 user.notice web-access: POST fwww/api/zelda - 192.168.2,150:60076

Wed Jul 18 15:55:16 2018 user.notice web-access: POST fwwwi/api/zelda - 192.168.2.150:60122

Wed Jul 18 15:55:19 2018 daemon.warn zelda[13346]: Connected to server

Wed Jul 18 15:56:22 2018 user.notice ddns-update: 'main' 'example.domain.com’ update failed [94.19.156.130]
Wed Jul 18 16:01:25 2018 user.notice ddns-update: 'main’ 'example.domain.com’ update failed [94.19.156.130]
Wed Jul 18 16:06:25 2018 user.notice ddns-update: 'main’ 'example.domain.com’ update failed [94.19.156.130]
Wed Jul 18 16:06:50 2018 user.notice web-access: GET /wwwi/api/unitname - 192.168.2.150:33904

Wed Jul 18 16:08:10 2018 user.notice web-access: GET /www/api/sendsms - 192.168.2.150:34138

Wed Jul 18 16:11:26 2018 user.notice ddns-update: 'main' 'example.domain.com' update failed [94.19.156.130]
Wed Jul 18 16:12:06 2018 user.notice web-access: POST /www/api/ping - 192.168.2.150:34834

Puc. 5.57. Bknagka Tools, pasgen System Log

Tools
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5.5.9. GPIO

Paszgen GPIO Ha Bknagke Tools npegHasHaveH Ansi HAacTPOWKM BXOOOB/BbIXOOOB 0OLLEro HasHaveHus
(GPIO) poyTepa, ecnu oHM Yy Hero ecTb. KonmyecTBO AOCTYyNHbIX Ana Hactpoukn GPIO 3aBucut oOT
BO3MOXHOCTeN ycTponcTea. Ha Puc. 5.58 npencrasneH npumep HacTponku GPIO gns cepum poyTtepoB R4.

[nsi coxpaHeHus BbIMOMHEHHbIX HACTPOEK UCMONb3yNTe KHOMKY Save. [Npu nepexoae Ha Apyrve CTpaHuLbl

pa3fenoB BCe BbINOSHEHHbIE, HO He COXpaHEHHbIe HAacTPOVkM GyayT copoLLeHbl!

Status Network VPN | Tunnels Services Tools

Access
General Purpose /0

iRZ Link Client Direction Value Action Trigger Debounce (ms)

GPIO1
iRZ ZTP Client IN v Low v Command v RISE v 100

Change Password Action Parameter

Unit Name

M
Send SMS Direction Value Action Trigger Debounce (ms)
Ping GPI02 IN v Low v SMS v RISE - 100
System Log Action Parameter
Wi-Fi Clients

Direction Value

DHCP L

cases GPIo3 out v LOW '
Reboot
Management

Puc. 5.58. Bknagka Tools, pasgen GPIO

Y poyTtepoB cepuun R4 umeetca scero Tpu GPIO-nopta. [aHHble nopTbl MOryT paboTaTh Kak Ha BXOA, TaK U
Ha BbIxod. ®Pusmyeckme xapakTepUCTMKN NOPTOB MOXHO y3HaTb NGO B pPyKOBOACTBE Monb3oBaTtens, nmbo Ha

canTe npoussoauTens. Hanpumep, uandeckne xapakrepmuctTukm ansa poytepos R4:

Tabnuua 5.23 dusnyeckne xapaktepucTukn ansa poytepos R4

Mpu pexume Ha BXxoA4

HanpsieHne HNU3Koro ypoBHS: 0-1,5B

HanpsikeHne BbICOKOrO YPOBHS: 3,5-5B

Mpu pexume Ha BbIXoS,

HanpsixeHwue: 5B
Tok: + 25 MA

63



i »
Wireless solutions
for M2M world

Ta6bnuua 5.24. Hactponku noptos GPIO

Mone OnucaHue

GPIO1, GPIO2, meHa BXoa0B/BbIXOA0B

GPIO3 ...

Direction Bbi6op HanpasneHus paboTbl: IN — paboTaeT, kak Bxoad, OUT — Bbixog

Value YpoBeHb BbIXOAHOrO curHana (toneko Ans Bbixofos): HIGH — Beicokoe HanpsxeHwue,
LOW - Huskoe

Action Hentceue no Tpurrepy (Tonbko Ang sxogos): None — Huyero He genatb, Command —
BbIMOSHWUTL KOMaHAy no cpabaTbiBaHMO Tpurrepa, SMS — oTnpaBuTb CMC Ha
yKa3aHHbI HoMep no cpabaTtbiBaHWO TpUrrepa

Trigger Cob6biTve npoucxoasiee Ha nopTy: RISE — nosieneHne Hanpsixenus Ha nopty, FALL —

nponaxa HanpsbkeHust Ha nopty, BOTH — ob6a cobbiTust

Debounce (ms)

HI/IBGJ'II/IpyeT JNOXXHble CpaGaTblBaHl/lﬂ Mn3-3a 3J1EKTPOMArHTHbIX HABOAOK, N3MepPAETCA B
MunnucekyHaax

Action Parameter

Mone Ans ykasaHus KoMaHabl UM HoMepa TernedoHa ¢ TEKCTOM CMC

BHuMaHue! OpHospemeHHass nogaya HanpspkeHus nuTaHWst Ha Bxog poyTepa M Ha GPIO noptsl

SAMNPELLEHA. HecobntogeHne gaHHoWM pekoMeHaaumMmn Be4ET K BbIxo4y poyTepa u3 cTposi u nuwaet Bac

npaea Ha ganbHelillee rapaHTuiHoe oBCnyXuBaHne ycTponcTea.
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5.5.10. Wi-Fi Clients

Paspen Wi-Fi Clients Ha Bknagke Tools npegHasHaveH 4ns npeacraBneHms MHopMaumm o NoaKMioYEHHbIX
Wi-Fi-knueHTax, ecnu ycTpoicTBo noppepxuaet paboty ¢ Wi-Fi. Ha Puc. 5.59 npegcrtaesneH npumep

CTpaHuLbl.
Status Network VPN / Tunnels Services Tools
Access
Client RX Bytes RX Packets TX Bytes TX Packets Signal (dBm)
iRZ Link Client
IRZ ZTP Client

Change Password
Unit Name

Send SMS

Ping

System Log

GPIO

DHCP Leases

Reboot

Puc. 5.59. Bknagka Tools, pasgen Wi-Fi Clients (poytep ¢ Wi-Fi-mogynem)

Tabnuua 5.25. NHdopmaums o Wi-Fi-knueHTtax

Mone OnucaHue

Client MAC-agpec nogknto4eHHOro KnneHTa

RX bytes Konn4yectBo NpUHATLIX KIMEHTOM GanT

RX packets KonunyecTBo NpUHATBIX KNMEHTOM MakeToB

TX bytes KonnyectBo oTnpaBeHHbIX KNnMeHToM GanT

TX packets KonuyecTBo oTnpaBneHHbIX KITMEHTOM NaKeToB

Signal (dBm) YpoBeHb curHana Ans NoAKMioYeHHOro KrnveHTa B aeumbenax

Ecnu poytep He nogaepxueaeT paboty ¢ Wi-Fi, To B okHe GyaeT BoiBOgMThLCS coobuenne: This router does
not support this function.
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Paspen DHCP Leases Ha Bknagke Tools npegHasHayeH gng npegcraeneHns nHpopmauum o BelgaHHbIX IP-

agpecax knueHtam oT BcTpoeHHoro DHCP-cepeepa poyTepa, ecnv oH BkrtoveH. Ha Puc. 5.60 npeacrasneH

np1Mep CTpaHULbl.

Status

Access

iRZ Link Client
IRZ ZTP Client
Change Password
Unit Name

Send SMS

Ping

System Log
GPIO

Wi-Fi Clients

Reboot

Network VPN / Tunnels Services

Host IP MAC Address Client ID Expiry Time

Puc. 5.60. Bknagka Tools, pasgen DHCP Leases

Tabnuua 5.26. NHdopmauns o DHCP Leases

Tools

Mone OnucaHue

Host Umsa xocta

IP BblaaHHbI IP-agpec xocTy

MAC Address MAC-agpec gaHHOro knmeHTa

Client ID M aeHTUmKaLNoHHbIN HOMEpP KnueHTa

Expiry Time [Jata 1 Bpemsi, nocrne KOTOPOro Yy KMMeHTa UcTekaeT akTyanbHOCTb BblAaHHOMO
cepsepoM |P-agpeca
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5.5.12. Reboot

Paznen Reboot Ha Bknagke Tools npegHasHadeH Anst nepesarpysku yCTporucTea unmn cbpoca B 3aBOACKUE
HacTpowikn. Ha Puc. 5.61 npeacrasneH npumep cTpaHuubl.

YT1obbl Nepesarpy3nTb YCTPONCTBO, HaXkmuTe KHOMKy Reboot.

YUT06bI COpOCUTBL YCTPOMCTBO B COCTOSIHME 3aBOACKMX HAcTpOeK, mocTaBbTe ranodky Hanpotve Perform
factory reset n Haxmute kHonky Reboot.

Status Network VPN Tunnels Services Tools

Access
Perform factory reset

L ol Reboot process will take about 60 seconds to complete.

IRZ ZTP Client
Reboot
Change Password
Unit Name
Send SMS
Ping
System Log
GPIO

Wi-Fi Clients

DHCP Leases

Puc. 5.61. Bknagka Tools, pasgen Reboot
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5.5.13. Management
Ha paHHoii cTpaHWLe HacTpoek npefcTaBreHa BO3MOXHOCTb COXPaHEHUs! BCEX CAENaHHbIX HacTpoek B

(parin n nx BoCCTaHOBIEHWE 13 dhaina, BO3MOXHOCTb YCTAaHOBUTb AOMOMHUTENbHbIA NPOrpaMMHbIA NaKeT Unn
0BGHOBUTL BEPCUIO NPOLLNBKM poyTepa. [NpumMep cTpaHuubl npuBenéH Ha Puc. 5.62

Status Network VPN / Tunnels Services Tools
Access System Report
iRZ Link Client Generate Report support@radiofid.ru
IRZ ZTP Client
Change Password Restore Settings Backup Settings

| o
Unit Name

Send SMS

Install Package

Ping "

Upload I Instal
System Log
GPIO

Update Firmware

Wi-Fi Clients :
Upload Perform factory reset Update J

DHCP Leases

Reboot

Puc. 5.62. Bknagka Tools, pazgen Management

MonyyeHue penopTt-channa.

Haxmute kHonky Generate Report n poytep npeanoXxuT Bam COXPaHWUTb TEKTOBbIN dhaif, B KOTOPOM
cobpaHbl norv paboTbl poyTepa 1 ero HacTpoku. [aHHbIn davn yanobeH Ana AMarHOCTMKM pasfnnyHbix npobnem
B HacTpoiikax poytepa. CoceaHssi KHOMKa NPeanoXuT BaM cpasy HanmcaTb NMMCbMO B TEXHUYECKYIO MOAOEPXKKY

No BO3HUKLLIMM BOMNpocaMm.

CoxpaHeHue HacTpoeK YCTPOUCTBa.
Haxmute kHonky Download B nogpasgene Backup Settings v coxpaHuTe nonyyeHHbln cann B

KOMMblOTEpPE.

3arpyska coxpaHeHHbIX HaCTPO€eK YCTPOMCTBA.
Haxmute kHonky Upload B nogpasgene Restore Settings 1 BbibepuTe paHee coxpaHeHHbIM dhain ¢

HaCTPOWKaMMU.

YcTaHOBKa [ONONTHUTENbHLIX NAKETOB Ha YCTPOMCTBO.
HaxmuTe kHonky Upload B nogpasaene Install Package, 4Tobbl BbiOpaTh haiin-nakeT, a 3aTeM HaxXMuTe

kHonky Install, 4ToObI cnonb3oBaTb NakeT B YCTPOWCTBE.
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O6HoBneHue BHyTpeHHero MO (npowwmnBKK) ycTponcTBa.
Haxmute kHonky Upload B nogpasgene Update Firmware, 4to6bl BbibpaTth haiin ¢ npowmekor. YToobl
ncrnonb3oBaTb BbIOpaHHbIN hain B yCTponcTBe HaxmuTe kHonky Update. YTtoObl npy 06HOBNEHNM NMPOLUUBKM
cOpocnTb HacCTPOMKN YCTPOMCTBA B 3aBOACKWE, MOCTaBbTe nepern OoOHOBNEeHWeM ranoyvky HanpotuB Perform

factory reset.
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MpunoxeHune 1

CuHTtakcuc IP-agpeca

IP-agpec onucbiBaeT agpec yana B IP-ceT u coctouT 13 4x yacTel (okteToB). OKTET He MOXeT GbITb GonbLue

yncna 254. MNMocnegHWn OKTET HE MOXET ObITb HyNeM.

Mpumep: 80.70.224.2

CuHTtakcuc IP-agpeca cetm

IP-agpec ceTn onuckbiBaeT BCe aapecHoe npoctpaHcTBo IP-cetn. CocTonT M3 4x Yacten (OKTETOB) M Macku

noaceTtn. OKTeT He MOXeT ObiTb Honblue Yncna 254, macka noaceTv He Gonblue Yucna 32.
Mpumep: 90.30.173.60/28
Mpumep 2: 125.24.55.219 255.255.255.0

CuHTakcuc mackum noacetu

Macka noaceTn COCTOUT M3 4X OKTETOB, KaXkdbl U3 KOTOPbIX HE MOXEeT ObITb OonbLUe Yucna 255.

Mpumep: 255.255.255.0

CuHtakcuc MAC-apgpeca

MAC-agpec coctout M3 6 4acTel, Kaxgas M3 KOTOpbIX He MOXeT WMeTb 3HadeHne OGonee FF

(wecTHagUaTepuyHas cucTeMa CUMCNEeHns ).

Mpumep: 00:FF:BD:69:07:4A
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MpunoxeHune 2

Hocwngle KOMaHAbl ynpaBJrieHUusA

Hwxe npmeeneH Cnncok kKoMmaHn, KOTopblie MOoryT ObITb UCMOMb30BaHbI anda paGOTbI C poyTepom. I'Iepe,u, BbI30O-

BOM KOMaHAbl pekoMeHayeTCA 03HaKOMUTbLCA C ee onnucaHneMm.

A date flashcp halt
dbclient flex head
arp
ash decode ftpget hosthame
awk depmod ftpput httpd
df fw_printenv hwclock
B dhcpd fw_setenv hwinfo
dmesg fwload
baseb4 dnsdomainname |
bash dnsmasq G .
id
blockdev
dropbear . .
bretl gdbserver ifconfig
dropbearconvert .
genhash ifdown
busybox
dropbearkey .
genreport ifup
byteconv
du L :
getimei inadyn
getopt inetd
c E
getpid init
cat echo getty ip
chat egrep getusbcom ip6tables
chmod encode gpin ip6tables-restore
chown env gpio ip6tables-save
chpasswd expr gpiod ipaddr
clear . :
gpspipe ipaddress
cont_check .
- F grep ipcalc
cp . .
false gsminfo iplink
crond . :
fare gsminfod iproute
crontab o unzi iprule
firmware_update 9 P P
cryptpw zi ipsec_ping
flash_erase 921 psec_
cut iptables
5 flash_lock P
flash_unlock H iptables-restore
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iptables-save
iptables-xml

iptunnel

K

keepalived
kill

killall

klogd

led

less

In
loaddefaults
loadset
lockfile-check
lockfile-create
lockfile-remove
lockfile-touch
logger

login
logrotate

Is

Isof

mail-lock
mail-touchlock
mail-unlock

makedevs

md5sum
mdev

mesg
migrate_set
mii-diag
mini_snmpd
mkdir
mkfs.jffs2
mknod
mkpasswd
modem
modinfo
modprobe
mount

mv

N

netservices
netstat
nohup
nslookup
ntpd
ntpdate

(0

openssl
openvpn
opinfo

ovpn_ping

passwd

pcregrep
pcretest
picocom
pidof
pin_enter
pin_lock
pin_unlock
ping

pinger
plainrsa-gen
post_decode
poweroff
ppp_ping
ppp_watch
pppd
pppdump
pppinfo
pppstats
printf

ps

pwd

python

R

racoon
racoonctl
reboot
reserved
rm
rmmod
route

run-parts

Wireless solutions
for M2M world

S

scp
sed

seq
set_gsm_param
setkey

setsim

sh

sim

sim_check
sim_check_pres
sim_check_reg
sim_switch
sleep

sms

sort

ssh

start-stop-daemon

stat
stty
sync

syslogd

T
tail

talk

tar
tcpdump
telnet
telnetd

test
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tftp
tftp_reflash
timeconv
top

touch

tr

traceroute
tty-lock
tty-unlock
ttyS1-lock
ttyS1-unlock
ttyS2-lock
ttyS2-unlock

U

umount
uname
uniq

unxz

update_index

uptime
usb
usleep
ussd
uudecode

uuencode

Vv

vconfig

Vi

w

watchdog
wc

wget
wget_reflash

which

X

x12tpd
x|2tpd-control
xtables-multi
XZ

xzcat

yes

zcat
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